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1. SRR ERS

1.1 ##id Console Ol E Telnet &5 R MAIE B IR S

LA HAL  Console  [HBEAT A MG 578 B S AT HpL 1 e Jk A 1) Ty e 2 I B el ot HAth 7 08 o
AL SR

1.1.1 AME

aRsesz% 5 Console
]
i 2

PC Switch
i#it Console ML E Telnet & 5% 7 i 2H M &

1.1.2 MFHESR

mnEHM, B AR ENRE, RFEBPC ML (BiZim) BYE HHE S E B85 DUR RS #pl
] Console MiZEH:. HaiH i Console 1 (AUX FH S BRI AN Telnet & 5% 5 2\
AT E, HHE P NEEL X T,

1.1.3 B BRI

fic & Telnet & 377 UM~ & 14
# HENRGE, 53] Telnet il55

<Sysname> system-view
[Sysname] telnet server enable

# ACE M VTY J P B8 s m] BLUT R a2 2090 0 2 2%

[Sysname] user-interface vty 0
[Sysname-ui-vty0] user privilege level 2

# WE VTYO HI )7 S SCRF Telnet Y
[Sysname-ui-vty0] protocol 1nbound telnet
# WE VTYO H ™ B 2 B 4 B — B s 30 T %
[Sysname-ui-vty0] screen-length 30

# W VTY0 F P i s e & g2 v X il A7l 20 2k %

[Sysname-ui-vty0] hlstory command max-size 20

# WE VTYO %Fﬁﬁﬁﬁtﬁj‘ﬁﬂﬁﬂﬁ 6 7k

[Sysname-ui-vty0] idle-timeout 6

i Telnet & s H P HIAIETT X
Telnet& s LA T JLAAGE T e
INIETT 2N None, WAIETT 200N Password, WAIIETT XA Scheme. T THIFRATT 43 il 181X ) LA E 7
B E -

WEME VTY0 H P A& k22 # L) Telnet H P ANTR Z3E 4T UIE

[Sysname] user-interface vty 0



[Sy sname ui-vty0] authentication-mode none

ﬁﬁ T VTYO Dﬁ%@?ﬁ%ﬂﬁ’] Telnet [ /7 #t47 Password i\ilF, 34 E A A
WEA2 BT, 048123456

[Sysname] user-interface vty 0
[Sysname-ui-vty0] authentication-mode password
Sysname ui-vty0] set authentication password simple 123456

WEEFH P HAE 28 Scheme, KA HAAE ) 7 2
# A S guest, FEEE ANASHLF ALK

[Sysname] local-user guest
# WEAHA T RAIE D2 O, 149123456
[Sysname-luser-guest] password simple 123456
# WE VTY H P BIIRSS RN Telnet H 7 2N 2

[Sysname-luser-guest] service-type telnet level 2
[Sysname-luser-guest] quit

# BEA VTY H P AL A
[Sysname] user-interface vty 0

# WE I VTYO & ST BT Telnet FH F 14T Scheme WAIIE

[Sysname-ui-vty0] authentication-mode scheme
[Sysname-ui-vty0] quit

# J5 7€ system BONERE S, FFREZI Scheme TAiIET7 2 local
[Sysname] domain default enable system
[Sysname] domain system
[Sysname-isp-system] authentication default local

1.1.4 52N E
INIF T AN None B Telnet & 5% 5 AL B
#
telnet server enable
#

user-interface vty O
authentication-mode none
user privilege level 2
history-command max-size 20
idle-timeout 6 0
screen-length 30
protocol inbound telnet

IE i RN Password Bf Telnet & =% 7 AL &
#

telnet server enable

#

user-interface vty 0

authentication-mode none

user privilege level 2

set authentication password simple 123456
history-command max-size 20

idle-timeout 6 0

screen-length 30

protocol inbound telnet

INIE 7 20N Scheme i Telnet & 5% 77 I &
n

domain system
authentication default local

#

telnet server enable
#

local-user guest
service-type telnet
level 2

password simple 123456



#

user-interface vty O
authentication-mode scheme
user privilege level 2
history-command max-size 20
idle-timeout 6 0
screen-length 30

protocol inbound telnet

1.2 i#id Telnet Bit & Console & 5% 77 M AL B 15 5

AL Fr TelnetThaE, ) 0] LB Telnet /7 AT A Bl AT i A2 & BRI 4P o
1.2.1 HME

GE1/0/1

Aic B A2 L IPC HL
1247 Telnet

iHid Telnet it & Console 18 5% 77 R4 M K]

1.2.2 W HER

wn EHM A, HETH P B Telnet 5 OB F 2T # AL XS Console H & &7 A ATHCE, HAFP %
WINERZL (32,

1.2.3 Jic & i FE R R

fic & Console 1 & k7 AR 2 3w 4
# B AUX FH P 54 & 3% 5 1T CAVs iRl a2 2 R 2 .

[Sysname] user-interface aux 0
[Sysname-ui-aux0] user privilege level 2

# Nd'E Console /#4572 19200bit/s
[Sysname-ui-aux(0] speed 19200
# W0 B 2 O ik ) — Bf B8 30 1T A %
[Sysname-ui-aux0] screen-length 30
# WL B D Sy & 22 v X AT AE T 20 Skt &
[Sysname-ui-aux0] history-command max-size 20
# FCE AUX HI ) S R AR I I ) 0 6 24

[Sysname-ui-aux(0] idle-timeout

fid ‘& Console K& H E’Jm}kﬁﬁfﬁ
Console &34 LLTF JUMAIET 2



NIETT Y None, WAIIETT N Password, TAUIEJT TN Scheme. T T FRAT 43 Al A8 X JLAMHAIE 7
HIACE :

wEEFH P GET v None

[Sysname] user-interface aux 0

[S sname-ul-aux0] authentication-mode none

B B E’Jwﬁﬁﬁjﬂ Password i & H 7 HIIAIE - B3O 409
123456

[Sysname] user-interface aux 0
[Sysname-ui-aux(0] authentication-mode password
[S sname-ui-aux0] set authentication password simple 123456

EW‘%%FE’JMIE??EUJ Scheme, KHAMIAUER) 7
# B AH A P guest, FFEE A AHE A AR K

[Sysname] local-user guest
# WE A P BFIE LA N7, 149123456
[Sysname-luser-guest] password simple 123456

# WE A PR ARSZEAN Terminal B P 204 2

[Sysname-luser-guest] service-type terminal level 2
[Sysname-luser-guest] quit

# N AUX R P ST B

[Sysname] user-interface aux 0
# 1% BT Console &AM P 3E4T Scheme TAIE

[Sysname-ui-aux0] authentication-mode scheme

1.24 THEELE

IMIE 7 28 None Bf Console & 5 7 AL E.
i

user—-interface aux 0
authentication-mode none
user privilege level 2
history-command max-size 20
idle-timeout 6 0
speed 19200
screen-length 30

INIE 7 N Password 5 Console F1& 5% 7 20 B
i

user—-interface aux 0

authentication-mode password

user privilege level 2

set authentication password simple 123456
history-command max-size 20

idle-timeout 6 0

speed 19200

screen-length 30

IMIE T RN Scheme I Console & 5% 5 RN ACE.

#

local-user guest

password simple 123456
service-type terminal
level 2

user—-interface aux 0
authentication-mode scheme
user privilege level 2
history-command max-size 20
idle-timeout 6 0
speed 19200
screen-length 30



1.3 L WEB P& & 3 H/L S L B 17 -5

1.3.1 &

Networ

Ethernet

Interfac

C ort

Console port

RS-232
PC Switch

Hit WEB W& & 8 #bls = B
1.3.2 N HER
n FAHME TR, PCIEI WEB WA S A,  SEEUNTAZ ] B e FE 4 B

1.3.4 Fic B R

# BT Console [ IEAAEC B LA MAZ HLAl VLAN 1 B2 0111 1P #ubik (VLAN 1 938 #e LIt 548 VLAN)
°~10.153.17.82, F-MH#EHS N 255.255.255.0.

<Sysname> system-view

[Sysname] interface vlan-interface 1
[Sysname-VLAN-interfacel] ip address 10.153.17.82 255.255.255.0

Sysname -VLAN-interfacel] quit
# e & WEB W% H ' 44 admin, TAIEI 4~ admin, 2008 3 2.

[Sysname] local-user admin

[Sysname-luser-admin] service-type telnet level 3
[Sysname-luser-admin] password simple admin
[Sysname-luser-admin] quit

# T 5 S HHL ) WEB Server T fE .

[Sysname] ip http enable

# I I DA SR A H L AE WEB M 28 3im (PC) AW L s IEA= N d N (WEB [ 28 3im AT LK
AT AL 2 1A) 22 Al T8, ﬂJ”*%E?z~ 7~ WEB P B S UL, 21 WEB P & S I T 7

WEB [% 85 I T

# A NAESHNL_ BRI A AR, mid <& o5 BT E 5%, s WEB P #1146 T .



1.3.5 TEME

#

local-user admin
password simple admin
s?5¥%5e§type telnet

#

interface Vlan-interfacel
ip address 10.153.17.82 255.255.255.0

1.3.6 BL B EEFH I
BN, WEB  MEIIREA T I RIRE.

1.4 XP& s PR LA i & s 5

1.41 AHMNE

10.110.100.46
Host A

‘..r
4'.r Switch

Host B
10.110.100.52

XS P ) S A B s S

1.4.2 W HER

mn EAME, YK E 10.110.100.52 F110.110.100.46 1] Telnet/SNMP/WEBSH ' 17 [a] A # 41,

1.4.3 Tt & i FE R R

# QIR NG A ACL FLAH 2000

[Sysname] acl number 2000 match-order config
[Sysname-acl-basic-2000]

# 5 XFHEUN, Y /243K E 10.110.100.52 F110.110.100.46 ] Telnet/SNMP/WEB F F7' 7 [a] A2 41

[Sysname—-acl-basic-2000] rule 1 permit source 10.110.100.52 0
[Sysname-acl-basic-2000] rule 2 permit source 10.110.100.46 O
[Sysname-acl-basic-2000] rule 3 deny source any
[Sysname-acl-basic-2000] quit

# 5| H 5 1a 5 7132 2000, @R IP X Telnet B 7 #4742 )

[Sysname] user-interface vty 0 4
[Sysname-ui-vty0-4] acl 2000 inbound

# 5| U5 =51 5122 2000, IR 1P XTI P AT

[Sysname] snmp-agent community read aaa acl 2000
[Sysname] snmp-agent group v2c groupa acl 2000
[Sysname] snmp-agent usm-user v2c usera groupa acl 2000



# 5| U7 e #1513 2000, V5 1P X WEB FH 2 #E47 5 )

[Sysname] ip http acl 2000

1.4.4 CEILE

X Telnet A 7 1475 |

#
acl number 2000
rule 1 permit source 10.110.100.52 O

rule 2 pgrmit source 10.110.100.46 O
rule~3%deny

#
user—-interface vty 0 4

000 inb g
%ﬁ%mﬁﬁ%ﬁFﬁﬁ&ﬂ

#
acl number 2000
rule 1 permit source 10.110.100.52 O

rg%?623p8£%§t source 10.110.100.46 0O
#

snmp-agent community read aaa acl 2000
snmp-agent group v2c groupa acl 2000

spnp-agent usm-user vZ2c¢ usera groupa acl 2000
ST U 1P ot WEB T J 47 7 ol

#

ip http acl 2000

#

gl number 2000
rule 1 permit source 10.110.100.52 O

rule 2 permit source 10.110.100.46 O
rule 3 deny



2. VLAN HBEERS

BT ) VLAN AR B 5 &

2.1.1 HK K

Server2 Serveri

SwitchA

GE1/0/13

GE1/0/10

GE1/0/1 SwitchB | GE1/0/11

Host1 Host2
Fo 0 19 VLAN H W 7R = K]

2.1.2 N HER

U313 1) VLAN 20 X7~ & B AT, Switch Al Switch B 43 SR 7 A [E #1148
FH1¥) Host1/Host2 i1 Server1/Server2.
RORUERRT TR s ) — 208 2, ISR Host1 1 Servert %1432 VLAN100 H,
Host2 #1 Server2 &4 3] VLAN200 . FH5 5 AP VLAN 1% B #5777 N
“Dept1” 1 “Dept2”,
7£ SwitchA FFECE VLAN #2110, XF Host1 K41 Server2 MEdE 1T =28 K .

2.1.3 Hc B i R Al ke

il & Switch A

# Q% VLAN100, FFACE VLAN100 HIHiIAFFFH N “Deptl”, Fi¥m | GigabitEthernet30/1 A
F VLAN100.

<SwitchA> system-view

[SwitchA] vlan 100

[SwitchA-v1anl00] description Deptl
[SwitchA-v1anl00] port GigabitEthernet 1/0/1
[SwitchA-v1anl00] quit

# G2 VLAN200, JfHCE VLAN200 IR Z/F N “Dept2”.

[SwitchA] vlan 200
[SwitchA-v1an200] description Dept2
[SwitchA-v1an200] quit

# 1% VLAN100 A1 VLAN200 1142 1, 1P Hiuhl 23 5 B 4 192.168.1.1 1 192.168.2.1, HI KX Hostl



KAE Server2 W SCIHAT = E 8 %
[SwitchA] interface Vlan-interface 100
[SwitchA-Vlan-interfacel00] ip address 192.168.1.1 24
[SwitchA-Vlan-interfacel00] quit
[SwitchA] interface Vlan-interface 200
[SwitchA-Vlan-interface200] ip address 192.168.2.1 24

i & Switch B

# @17 VLAN100, JFACE VLANI100 I 7R E A “Deptl”, il J GigabitEthernet}0/13 A
£ VLAN100.,

<SwitchB> system-view

[SwitchB] vlan 100

[SwitchB-v1anl00] description Deptl
[SwitchB-v1anl00] port GigabitEthernet 1/0/13
[SwitchB-v1anl00] quit

# G VLAN200, FFECE VLAN200 MR N “Dept2”, #4im ] GigabitEthernet0/11 Al
GigabitEthernet}0/12 /il A 1] VLAN200.

[SwitchB] vlan 200

[SwitchB-v1an200] description Dept?2

[SwotchB-v1an200] port GigabitEthernetl/0/11 GigabitEthernet 1/0/12
[SwitchB-v1an200] quit

i B Switch A F1 Switch B 22 8] [f)5% 4%

HH T Switch A 1 Switch B 2 [8] [ 4 % 75 22 [A] i A% % VLAN100 A1 VLAN200 F&#E, FrlAnl DARC B
P s 1) i 1R Trunkig 1, B AR VFIX AN VLAN R SCE T
# Wt & Switch A 1Y GigabitEthernet/0/2 %t I .

[SwitchA] interface GigabitEthernet 1/0/2

[SwitchA-GigabitEthernetl/0/2] port link-type trunk

[SwitchA-GigabitEthernetl1/0/2] port trunk permit vlan 100 200
# M & Switch B 1] GigabitEthernet0/10 % [ o

[SwitchB] interface GigabitEthernet 1/0/10
[SwitchB-GigabitEthernetl/0/10] port link-type trunk
[SwitchB-GigabitEthernetl1/0/10] port trunk permit vlan 100 200

2.1.4 5t E

SwitchA A&

#

vlian 100

description deptl

#

vlian 200

description dept?2

#

interface Vlan-interface 100

ip address 192.168.1.1 255.255.255.0
#

interface Vlan-interface 200

ip address 192.168.2.1 255.255.255.0
#

interface GigabitEthernetl/0/1

port access vlan 100

#

interface GigabitEthernetl/0/2
port link-type trunk

%frp truj%agermit vlian 1 100 200

witchB (VR

#

vlian 100
description deptl
#

vlan 200



description dept?2
#
interface GigabitEthernetl1/0/10
port link-type trunk
port trunk permit vlan 1 100 200

#
interface GigabitEthernetl1l/0/11
port access vlan 100

#
interface GigabitEthernetl/0/12
port access vlan 200

#
interface GigabitEthernetl/0/13
port access vlan 100

2.2 3T MAC fJ VLAN LAY B 38 &

2.2.1 HMKE

VLAN100 VLAN200

Laptop1 Laptop2
#F MAC 1] VLAN 20 7R 7=

2.2.2 N HER

i3+ MAC 1) VLAN 4H W7 2 B B, SwitchA A SwitchB 1 GigabitEthernet1/0/1
i 4y AERE RN 2L E, Laptop1 1 Laptop2 &4 HEIC A BN, &1F
PN B FE B A

Laptop1 1 Laptop2 435l J& T PANE61 T, BNEB1T1EE A VLAN100 A1 VLAN200 i
TR S . BLELRIX N & 2 1IC AR I C IR fEM N U= A A, YW H BRI B CFB
RS %%, B Server1 1 Server2.

Laptop1 1 Laptop2 [¥] MAC il 73 %1 v 000d-88f8-4e71. 0014-222c-aab9.

2.2.3 fic Bl FE A RE

SwitchA HIHC &



# 612 VLAN100 A1 VLAN200, FF¥# GigabitEthernetl02 EZ B N Trunk 11, 0¥ VLAN100 A
VLAN200 i il i

<SwitchA> system-view

[SwitchA] vlan 100

[SwitchA-v1anl00] quit

[SwitchA] vlan 200

[SwitchA-v1an200] quit

[SwitchA] interface GigabitEthernetl/0/2
[SwitchA-GigabitEthernetl/0/2] port link-type trunk
[SwitchA-GigabitEthernetl/0/2] port trunk permit vlan 100 200
[SwitchA-GigabitEthernetl1/0/2] quit

# ¥ GigabitEthernet)0/1 B0 & N Hybrid i 1,  F4# HAE A& 1% VLAN100 FT VLAN200 HHi SCES 2 d
VLAN Tag.

[SwitchA] interface GigabitEthernetl/0/1
[SwitchA-GigabitEthernetl/0/1] port link-type hybrid
[SwitchA-GigabitEthernetl/0/1] port hybrid vlan 100 200 untagged
[SwitchA-GigabitEthernetl1/0/1] quit

# Q& Laptopl ) MAC H#ilik 5 VLAN100 H2<EK, % Laptop2 1] MAC Hitik5 VLAN200 1)< HK,
TT )2 GigabitEthernetd0/1 ¥iii I f{] MAC-VLAN IhfE .

[SwitchA] mac-vlan mac-address 000d-88f8-4e71 wvlan 100
[SwitchA] mac-vlan mac-address 0014-222c-aa69 vlan 200
[SwitchA] interface GigabitEthernet 1/0/1

[SwitchA-GigabitEthernetl/0/1] mac-vlan enable

SWltChB HHC B
SwitchB HJBC & 5 SwitchA 5242 —3, X BEAHR,
Core Switch f{IfC &

# 01% VLAN100 1 VLAN200, F¥ GigabitEthernet10/13 #1 GigabitVLANEthernet
1/0/ 14 143 3 I IX S VLAN

<CoreSwitch> system-view

[CoreSwitch] vlan 100

[CoreSwitch-v1anl00] port gigabitethernet 1/0/13
[CoreSwitch-v1anl00] quit

[CoreSwitch] wvlan 200

[CoreSwitch-v1an200] port gigabitethernet 1/0/14
[CoreSwitch-v1an200] quit

# Wit & GigabitEthernet10/3 Fll GigabitEthernet30/4 % I A Trunk % I, 3 70 VLAN100 F1 VLAN200
4R S IS
[CoreSwitch] interface GigabitEthernetl/0/3
[CoreSwitch-GigabitEthernetl/0/3] port link-type trunk
[CoreSwitch-GigabitEthernetl/0/3] port trunk permit vlan 100 200
[CoreSwitch-GigabitEthernetl/0/3] quit
[CoreSwitch] interface GigabitEthernetl/0/4
[CoreSwitch-GigabitEthernetl/0/4] port link-type trunk
[
[

CoreSwitch-GigabitEthernetl/0/4] port trunk permit vlan 100 200
CoreSwitch-GigabitEthernetl1/0/4] quit

2.2.4 SEETE

SwitchA i &

#

mac-vlan mac-address 000d-88f8-4e71 vlan 100 priority O
mac-vlan mac-address 0014-222c-aa69 vlan 200 priority O
#

vlan 100

#

vlan 200

#

#

interface GigabitEthernetl1l/0/1



port link-type hybrid
port hybrid vlan 1 100 200 untagged
mac-vlan enable

#
interface GigabitEthernetl/0/2
port link-type trunk

trunk permlt vlan 1 00 200

SwitchB [T L SwitchA o273 1 AN i B
Core Switch [FAC &

#

vlan 100

#

vlan 200

#

interface GigabitEthernetl/0/3
port link-type trunk

port trunk permit vlan 1 100 200
#

interface GigabitEthernetl1/0/4
port link-type trunk
port trunk permit vlan 1 100 200

#

interface GigabitEthernetl1/0/13
port access vlan 100

#
interface GigabitEthernetl1/0/14
port access vlan 200

2.2.5 Ml B EEFHI

#F MAC 1Y) VLAN HBB1E Hybrid i 1 _EACHE .
T hs VLAN SLRI e B s &

2.3.1 HM K

IPv4 server IPv6 server

IPv4 Host IPv6 Host IPv6 Host IPv4 Host

Office Lab
FT P VLAN ZH M 7R = K



2.3.2 N HER

INET A VLAN AR B R, 8 E S LB VLAN ThEE, ff7p s X FIs2LG =
FT Ipva ZSFIZET IPve 2511 FHLEE 77 S5 A TEANTA] VLAN N I N IR &5 #7815, HW
PSR OCRE B VIAN BETREES, HA Ipva MZ8{EH VLAN100, IPve %% F
VLAN200,

2.3.3 fic B FE A RE

AT S B
# /% VLAN100, Ffi [ GigabitEthernet0/11 /il A\ VLAN100

<Sysname> system-view
[Sysname] vlan 100
[Sysname-v1anl00] port GigabitEthernet 1/0/11

# 1% VLAN200, i ] GigabitEthernet10/12 Jil A\ VLAN200

[Sysname-v1anl00] quit
[Sysname] wvlan 200
[Sysname-v1an200] port GigabitEthernet 1/0/12

m%ﬁummﬁ%?ﬁmmﬁm
# G2 VLAN200 1 VLAN100 B3R, 43 HIULAC IPv4 AT 1Pv6 TipiL .

[Sysname-v1an200] protocol-vlan ipvé6
[Sysname-v1an200] quit
[Sysname-v1anl00]

[Sysname-v1anl00] protocol-vlan ipv4
[Sysname-v1anl00] quit

# M0 Ui I GigabitEthernetd0/1 Jy Hybrid 3w [, J££%% /& VLAN100 A1 VLAN200 fJ i S 2 45 VLAN
Tago
[Sysname] interface GigabitEthernet 1/0/1

[Sysname-GigabitEthernetl/0/1] port link-type hybrid
[Sysname-GigabitEthernetl1/0/1] port hybrid vlan 100 200 untagged

# ¢ & i I GigabitEthernet10/1 4351 5 VLAN100 A BSR4 0, VLAN200 B SRR 0 3EAT45 € o

[Sysname-GigabitEthernetl/0/1] port hybrid protocol-vlan vlan 100 0
[Sysname-GigabitEthernetl/0/1] port hybrid protocol-vlan vlan 200 0

# [FHECE U5 1 GigabitEthernet0/2 2N Hybrid %% 1, 7E%: 7% VLAN100 1 VLAN200 3R S 2534

VLAN Tag, {5 VLAN100 F1 VLAN200 HIPMSAEAR 0 #4741 &

[Sysname] interface GigabitEthernet 1/0/2
[Sysname-GigabitEthernetl/0/2] port link-type hybrid
[Sysname-GigabitEthernetl/0/2] port hybrid vlan 100 200 untagged
[Sysname-GigabitEthernetl/0/2] port hybrid protocol-vlan vlan 100 0
[Sysname-GigabitEthernetl/0/2] port hybrid protocol-vlan vlan 200 0

2.3.4 5EETE

#

vlian 100
protocol-vlan 0 ipv4
#

vlian 200
protocol-vlan 0 ipv6

#

interface GigabitEthernetl/0/1

port link-type hybrid

port hybrid vlan 1 100 200 untagged

port hybrid protocol-vlan vlan 100 O
port hybrid protocol-vlan vlan 200 O
#



interface GigabitEthernetl/0/2

port link-type hybrid

port hybrid vlan 1 100 200 untagged
port hybrid protocol-vlan vlan 100 O
port hybrid protocol-vlan vlan 200 O
#

interface Ethernetl/0/11

port access vlan 100

#
interface Ethernetl1/0/12
port access vlan 200

2.4 T IP TRH VLAN HLABI B & 45 &

2.4.1 HMK

Router A Router B
10.200.50.1 192.168.5.1

192.168.5.0/24 10.200.50.0/24
Office

JET 1P F K VLAN 4 M5 & &
2.4.2 W HER

wHET P TP VAN A MR BB R, 70 XN E LA & 2 A A F R B
(192.168.5.024 A1 10.200.50.024) ™, ZRIEAAE IP M VIAN DIfig, ACHALEEWE K
GigabitEthernet30/1 ¥ T B FIH TR HR IR ENLAT B ERHIAF], 43 mlE AR H VLAN N A& %,
FRIATE E IR (RouterA Fl1 RouterB).

Hrdr 192.168.5.024 MBEHIFR LA K F] VLAN100 F4&%r, 10.200.50.024 W B IR S04 & 5

VLAN200 A& .



2.4.3 Bt B LR FERE

AT IR D AR E
# 1% VLAN100, P4 [ GigabitEthernet10/12 /il A\ VLAN100

[Sysname] vlan 100
[Sysname-v1anl00] port GigabitEthernet 1/0/12

# 612 VLAN200, ¥ [ GigabitEthernet0/11 Ji\ VLAN200

[Sysname-v1anl00] quit
[Sysname] wvlan 200
[Sysname-v1an200] port GigabitEthernet 1/0/11

Bl E IP I/ VLAN 35 F 4735 95 &

# 4 10.200.50.024 M Bt 5 VLAN200 3E17EL, F#f192.168.5.024 M B 5 VLAN100 347 Hxk

[Sysname-v1an200] ip-subnet-vlan ip 10.200.50.0 255.255.255.0
[Sysname-v1an200] quit
[

Sysname] v1anl00
[Sysname-v1anl00] ip-subnet-vlan ip 192.168.5.0 255.255.255.0

# Mo & ¥ I GigabitEthernet)0/1 24 Hybrid % [T, - 7£%% /& VLAN100 H1VLAN200 4 LI 2545 VLAN
Tago
[Sysname] interface GigabitEthernet 1/0/1

[Sysname-GigabitEthernetl/0/1] port link-type hybrid
[Sysname- GlgabltEthernetl/O/l port hybrid vlan 100 200 untagged

# it & ¥ I GigabitEthernet30/1 43 7] 5 VLAN100 F1 VLAN200 f- /X 4T < Bk .

[Sysname-GigabitEthernetl/0/1] port hybrid ip-subnet-vlan vlan 100
[Sysname-GigabitEthernetl/0/1] port hybrid ip-subnet-vlan vlan 200

2.4.5 7FEILE
#
vlan 100
ip-subnet-vlan 0 ip 192.168.5.0 255.255.255.0
#
vlian 200
! ip-subnet-vlan 0 ip 10.200.50.0 255.255.255.0

interface GigabitEthernetl1/0/1

port link-type hybrid
port hybrid vlan 1 100 200 untagged
port hybrid ip-subnet-vlan vlan 100
port hybrid ip-subnet-vlan vlan 200
#

interface Ethernetl1/0/11

4 port access vlan 200

interface Ethernetl/0/12
port access vlan 100



2.5 Isolate-user-vian LA il & 35 &
2.5.1 K|

VLANS VLAN 6
VLAN 3 VLAN 3

GE2/0/1 GE?2/0/2
Device B Device A

Device C

Host B Host D
VLAN 2 VLAN 4

Isolate-user-vian 2 W 7~ & &

2.5.2 N HEXR

DeviceB F1 DeviceC TEXIIHIRZS T 43 IS F A ML 25, FRAR4E B B 15 LG
i T AHM A VLAN; TGRS, ILZEREH DeviceA K DeviceB
#1 DeviceC iEif

T4t E, Fok DeviceB fl DeviceC JriffE v & Al NREELIEIE S,
Isolate-user-vlan AW /R 2K Fras, BT XM & &AL 2R VLAN 285 H
#HH, HostA Al HostC AfE[R— VLAN /1, fFE—Ew4alad, FkFHE
i Isolate-user-vlan D¢, fd DeviceB 1 DeviceC LAt & i) VLAN2/VLAN3
F1 VLANG/VLANA Y £E A A %, DeviceA f#H VLANS F1 VLANG X ixX 1>
2 AT R 43, TG 7 25 FEAX R AN 2% P 355 VLAN (1L B

DeviceA {1 F VLAN £z 63 /> I 25 8] (R i SCEAT = B K

2.5.3 fic B i FE AR

fid & DeviceB
# Nd & Isolate-user-vlan.

<DeviceB> system-view

[DeviceB] vlan 5

[DeviceB-vlanb] isolate-user-vlan enable
[DeviceB-vlan5] port GigabitEthernet 2/0/5
[DeviceB-vlanb] quit

# T 'E Secondary VLAN.

[DeviceB] vlan 3

[DeviceB-vlan3] port GigabitEthernet 2/0/1
[DeviceB-vlan3] quit

[DeviceB] vlan 2

[DeviceB-vlan2] port GigabitEthernet 2/0/2



[DeviceB-vlan2] quit

# Mit & Isolate-user-vlan fil Secondary VLAN [H] f B 5 22

[DeviceB] isolate-user-vlan 5 secondary 2 to 3 Eﬂ

B DeviceC
# & Isolate-user-vlan.

<DeviceC> system-view

[DeviceC] vlan ©

[DeviceC-vlan6] isolate-user-vlan enable
[DeviceC-vlan6] port GigabitEthernet 2/0/5
[DeviceC-vlan6] quit

# T & Secondary VLAN.

[DeviceC] vlan 3

[DeviceC-vlan3] port GigabitEthernet 2/0/3
[DeviceC-vlan3] quit

[DeviceC] vlan 4

[DeviceC-vland] port GigabitEthernet 2/0/4

# Tit & lIsolate-user-vlan fil Secondary VLAN [] B 5% 22

[DeviceC-vlan4] quit
[DeviceC] isolate-user-vlan 6 secondary 3 to 4

il & DeviceA

# G5 VLANS F1 VLAN6, ¥ GigabitEthernet20/1 il GigabitEthernet20/2 i 1143 HllI\ VLANS
A VLANG, Al v DL i 104 Access S 1951 IEATBCEL -

[DeviceA] vlan 5
DeviceA-vlan5] port GigabitEthernet 2/0/1
DeviceA-vlanb] quit

DeviceA] vlan ©
DeviceA-vlan6] port GigabitEthernet 2/0/2
[DeviceA-vlan6] quit

# £ % VLANS A VLANG 1042 11, A5 P94~ o 2% ] 1) 244 v DLIE IS Device A AT =258 %, 1P #iulik:
439105 192.168.0.1 F11192.168.1.1.

[DeviceA] interface Vlan-interface 5
[DeviceA-Vlan-interfaceb5] ip address 192.168.0.1 24
[DeviceA-Vlan-interfaceb5] quit

[DeviceA] interface Vlan-interface 6
[DeviceA-Vlan-interface6] ip address 192.168.1.1 24

F P 0] PUKF GigabitEthernet20/1 A1 GigabitEthernet20/2 ¥ii I Bt & A Trunk ¥ I 8% Hybrid i 1,
T B RIE IR P AN 3 1149 S £E /2326 VLANS A VLANG FRFR SCIE 253 VLAN Tag B AT,

[
[
[
[

2.5.6 TEEME
DeviceB 1] 5 # it &
i
Yan 2 to 3
#
Yan 5
isolate-user-vlan enable
#

interface GigabitEthernet2/0/1
port link-type hybrid

undo port hybrid vlan 1

port hybrid vlan 3 5 untagged
L port hybrid pvid vlan 3

interface GigabitEthernet2/0/2
port link-type hybrid

undo port hybrid vlan 1

port hybrid vlan 2 5 untagged

port hybrid pvid vlan 2

#
interface GigabitEthernet2/0/5



port link-type hybrid

undo port hybrid vlan 1

port hybrid vlan 2 3 5 untagged
port hybrid pvid vlan 5

#

isolate-user-vlan 5 secondary 2 3

DeviceC [) 5¢ #4id &

#
Yan 3 to 4
#
Yan 6
isolate-user-vlan enable
#
interface GigabitEthernet2/0/3
port link-type hybrid
undo port hybrid vlan 1
port hybrid vlan 3 6 untagged
port hybrid pvid vlan 3

#

interface GigabitEthernet2/0/4
port link-type hybrid

undo port hybrid vlan 1

port hybrid vlan 4 6 untagged
port hybrid pvid vlan 4

#

interface GigabitEthernet2/0/5
port link-type hybrid

undo port hybrid vlan 1

port hgbrid vlan 3 4 6 untagged
port hybrid pvid vlan 6

#
isolate-user-vlan 50 secondary 2 3

DeviceA [t %%ﬁﬂﬁ

#
Yan 5 to 6
#
nterface Vlan-interface 5
ip address 192.168.0.1 255.255.255.0
#
interface Vlan-interface 6
ip address 192.168.1.1 255.255.255.0
#
interface GigabitEthernet2/0/1
port access vlan 5
#
interface GigabitEthernet2/0/2
port access vlan 6



3. IPv4 ACL HBINEIES

3.1 J IPva ACL AL B A &

FEAR IPva ACL AR MEVR 1P b S e VLB, X6 SCHE T AN ) 0 T AL B, 3
A IPv4 ACL H 7= HUE Y5 N 2000~2999.

3.1.1 MK
ot —ew—@— Ehi
% Switch

Host B

it B A IPv4 ACL 2H 9 &

3.1.2 N HER

Host A 1 Host B 1 it %5 1 GigabitEthernet 10/1 B2 A H#e#l (LA S5500-E1 A1), Host A 1) 1P Hidil:
A 10.1.1.1. ZORACE FLA IPvA ACL, SEIFESREK 8:00~18:00 HIHf[AJEX N, W ALVF Host A & Hi )
\P RS, FEZAE TR 1P 4R SCiE

3.1.3 A B R A RE

# 58 XA 8] B trname, B[R] Y5 Bl 45 K 1Y 8:00~18:00.
<Switch> system-view
[Switch] time-range trname 8:00 to 18:00 daily

# & XFEEA IPv4 ACL 2000, it B V5 IP Hidik oAy 10.1.1.1 B V5 im0 .

[Switch] acl number 2000
[Switch-acl-basic-2000] rule permit source 10.1.1.1 0 time-range trname
[Switch-acl-basic-2000] quit

# € XFEA IPva ACL 2001, P& VR IP bk AT = stk i v im] R0

[Switch] acl number 2001
[Switch-acl-basic-2001] rule deny time-range trname
[Switch-acl-basic-2001] quit

# € M classifier_hostA, XfULHIEA IPv4 ACL 2000 B SC3EAT 702K

[Switch] traffic classifier classifier hostA
[Switch-classifier-classifier hostA] if-match acl 2000
[Switch-classifier-classifier hostA] quit

# 7€ XRAT A behavior_hostA, ZNER iR CI@E T .
[Switch] traffic behavior behavior hostA

[Switch-behavior-behavior hostA] filter permit
[Switch-behavior-behavior hostA] quit

# & X 2K classifier_hostB, XIVLECFEAS IPv4 ACL 2001 IR SCiEAT 702K,



[Switch] traffic classifier classifier hostB
[Switch-classifier-classifier hostB] if-match acl 2001
[Switch-classifier-classifier hostB] quit

# 72 XFAT N behavior_hostB, ZN{E 3B LR SCl T .
[Switch] traffic behavior behavior hostB

[Switch-behavior-behavior hostB] filter deny
[Switch-behavior-behavior hostB] quit

# & XM policy host, NS classifier_hostA T8 €7 TN behavior_hostA, NZE classifier_hostB
& 52 I 1T N behavior_hostB . H: 7 filter permit F! filter deny z/ 1 4 Zi Bid & 2 A [F 19
classifier-behavior ', JF H 7 HC B I FEH 75 EE B N 15 G0, CAORIERN F 568 J5 SEPriv)ia
ITERSH PR E SR 2.

[Switch] gos policy policy host

[Switch-gospolicy-policy host] classifier classifier hostA behavior
behavior hostA
[Switch-gospolicy-policy host] classifier classifier hostB behavior

behavior hostB
[Switch-gospolicy-policy host] quit
# J4 0% policy_host W FH #]¥ [ GigabitEthernet 1/0/1
[Switch] interface GigabitEthernet 1/0/1
[Switch-GigabitEthernetl/0/1] gos apply policy policy host inbound

3.1.4 T E

#

traffic classifier classifier hostB operator and
if-match acl 2001

traffic classifier classifier hostA operator and

4 if-match acl 2000

traffic behavior behavior hostB
filter deny

traffic behavior behavior hostA
filter permit -

#
gos policy policy host
classifier classifier hostA behavior behavior hostA
classifier classifier hostB behavior behavior hostB
#
time-range trname 08:00 to 18:00 daily
#
gl number 2000
rule 0 permit source 10.1.1.1 0 time-range trname
gl number 2001
rule 0 deny time-range trname
#
interface GigabitEthernetl/0/1
gos apply policy policy host inbound
#

3.1.5 Wl B =

i

i 2T R A

I IPv4 ACL LRIy config Itf, HI ™ AT LLiZ % ACL H T — 2% B4
FAAERIREN, FEBE ACL H MRS, iz N s A e 2 &R 7375 1H
RFFIERAPIRAS: 25 ACL HUULECIAFY v auto 1, M P AREE % ACL F1#Y
A2k DR, SRR IRHRE L.

B BB BUR BRI AS BEAN C 22 A7 AE RN R ) 2= S BB sz A T, &
Gz Q2 AF e,

il

C



HFEA IPv4 ACLIUL LIy auto InF, G (RN R #2 E “ PRI S 19 Bl
IABICA RN, (BB TN ) 2 5 A =232
HFEA IPva ACL ¢ QoS 5l 5| FI XS SCREAT L 70 280, ACL R e LIah iR
(deny = permit) N EEAEH], A2 AT ILEC L ACL Tk SCR I BN 1F 1 QoS
TR AT N E IR LR AE
HFEA 1Pv4 ACL#Z QoS Hilig 51 FHX R SCREAT LI 28I, 27 b A PR A% L 38

FIT7R o
B it (AT B A1) 175 20
77 Y9
S3610 H 41 LUK AZ el AL E logging 4k
S5510 R 41| LAK M AZ AL AT FCE logging 251
S5500-SI 51 LUK A A2 # AL AT FECE logging 251
S5500-EI 551 LUK A2 # AL AT FECE logging 251
S7500E 51 LA N AZ # AL AN Frd B logging 71 vpn-instance 2%

3.2 =% IPv4 ACL IR B §5 =

2 1Pva ACL 7] DS AR SCHYR 1P sihbE . B IP Hulib(5 B 1P AZ ISR Pl %r
M (fgl4n Tep B UDP BRI, H AR, ICMP P TS S 8T WY BRSEE) 2(5 Bk gt
BCHLI
=2 IPvA ACLSCFREXT =Mk ST e ) A b ;- ToS

(Type of Service k%A fLd IP

ek

DSCP (DifferentiatedServicesCodePoint, Z/3 RS54t =) hsedt H o wal
DA A 2% 1Pva ACLSE X ELFEAR IPvA ACLEEHER. B FE . BB RIEHIVCE N . =2 1pva
ACL 1) 75 BUE ¥ 6 2 3000~3999.



3.2.1 HAME

.5. }B\Zj}/\%’
192.168.1.0/24 TR WIS 2
192.168.4.1

GE1/0/1

GE1/0/2 GE1/0/3
Switch

Tt A ERT) iRzl
192.168.2.0/24 192.168.3.0/24

B =g IPv4 ACL 2H [ 1]

3.2.2 N HER

o\l AL B S L (LLAS5500-E1 ) SEELSERT ) 2 (A ) B . EoRACE w2 IPva ACL, 24
BB RS IR 335 1146 U 1E] (8:00 2 18:00) 17 M) T & A ) IR 55 2% (1P Huhl 4 192.168.4.1),
MR AEAZRE], v CLEER 77 .

3.2.3 P B A A A RE

€ ST AER (8] B
# F X 8:00 & 18:00 11 J& HH 8] B o

<Switch> system-view
[Switch] tlme range trname 8:00 to 18:00 working-day

7 SO B B A 55 4% 1 U 1) AL
# 78 WA T 3 5% 25 v il 2544 R U7 o) DU

[Switch] acl number 3000

[Switch-acl-adv-3000] rule deny ip source 192.168.2.0 0.0.0.255 destination
192.168.4.1 0 time-range trname

[Switch- acl adv-3000] quit

#EXW%%H@I é@%%%%w%ﬂw

[Switch] acl number 3001
[Switch-acl-adv-3001] rule deny ip source 192.168.3.0 0.0.0.255 destination
192.168.4.1 0 time-range trname

[Switch-acl-adv-3001] quit

F” FH U7 a) £
# 52 M 2K classifier_rd, XTULHEC 2% IPv4 ACL 3000 [ $k SCiEAT 4325 .

[Switch] traffic classifier classifier rd
[Switch-classifier-classifier rd] if-match acl 3000
[Switch-classifier-classifier rd] quit

# ﬁXoMU'J behavior_rd, FN{E AL SCGET .

[Switch] traffic behavior behavior rd



[Switch-behavior-behavior rd] filter deny
[Switch-behavior-behavior rd] quit

# %€ X 3K classifier_market, XJULHEC =2 IPv4 ACL 3001 )+l SCiEAT 7035,

[Switch] traffic classifier cla551f1er_market
[Switch-classifier-classifier market] if-match acl 3001
[Switch-classifier-classifier market] quit

# € XA 7'7behavnor market, FN1ENTELEAR CIE .

[Switch] traffic behavior behavior market
[Switch-behavior-behavior market] filter deny
[Switch-behavior-behavior market] quit

# € XKW policy rd, NZE classifier_rd 48 X 1T N behavior_rd.
[Switch] gos policy policy rd
[Switch-gospolicy-policy rd] classifier classifier rd behavior behavior rd
[Switch—-gospolicy-policy rd] quit

# & XKW policy_market, “NZK classifier_market $5 € it /T N behavior_market.
[Switch] gos policy policy market
[Switch-gospolicy-policy market] classifier classifier market Dbehavior
behavior market N B
[Switch-gospolicy-policy market] quit

# J5 SR policy_rd W FH 2)¥i [ GigabitEthernet 1/0/2
[Switch] interface GigabitEthernet 1/0/2
[Switch-GigabitEthernetl/0/2] gos apply policy policy rd inbound
[Switch-GigabitEthernetl1/0/2] quit

# J4 KW policy_market N 23 1 GigabitEthernet 1/0/3

[Switch] interface GigabitEthernet 1/0/3
[Switch-GigabitEthernetl/0/3] gos apply policy policy market inbound

3.2. 4 e RICE

id

traffic classifier classifier market operator and
if-match acl 3001

traffic classifier classifier rd operator and
if-match acl 3000

id

traffic behavior behavior market

filter deny

traffic behavior behavior rd
filter deny

id
gos policy policy market
classifier classifier market behavior behavior market

gos policy policy rd
classifier cla551f1er rd behavior behav1or rd
#

time-range trname 08:00 to 18:00 working-day

#

gl number 3000

rule 0 deny 1ip source 192.168.2.0 0.0.0.255 destination 192.168.4.1 O
fme-range trname

gl number 3001

rule 0 deny 1ip source 192.168.3.0 0.0.0.255 destination 192.168.4.1 0
time-range trname

#
interface GigabitEthernetl/0/2

gos apply policy policy rd inbound
#
interface GigabitEthernetl/0/3

gos apply policy policy market inbound
#



3.2.5 Mt BE S H I

T BRI 2

4 ACL MIVLECIN T 4 config B, AP AT LMz ACL H AL — 2k C&AAAE IR
W, 7EME ACL H RSN, 20 ) A 5 B 18 2 21 8 43479 TH AR 4 R
FPRAS: 24 ACL HIULECIR 7 A auto B, FH P ASEEEIGZ ACL H BIfE (e —4%
CLAfFEREI, [ RESRREIRE L.

B AR B U FIRUNAS BERT T A7 AE RN A R W 2= S BB @ Bs oA B, &R
G PNz DR AL .

4 ACL HIVCECIRT >y auto B, Hral At P& B “URBEAR S ” MR 3R AN B 2
ARIFI A, B2 BT B R ) 5 A 2 22z

Yk IPv4 ACL #% QoS & 51 X SCIE T 2R 0, ACL B A 52 S BAE

(deny X permit) AL AEH, 22 #H xS ULEC ik ACL 1 SCREU 3 /E B QoS

TS AT N LB E R

=2 IPv4 ACL #; QoS SRIE 5| FXT R SCHAT L R0, 7= I BR B ol an 5%

ﬁﬁ/j_‘_\‘ o
7 il R PR AR O
77 il Ut B
S3610 #51| LAK M AZ Hetl AN Frfid E logging. reflective 71 established = %
S5510 £ 51| LAK M AZ e bl AN Frfid E logging. reflective 71 established = %

AN Frfid E logging. reflective 71 established =%
A ZHAC B AETF operator BUE N neq

2 QoS HMEN T AJ7E C inbound ) B, ASHFECE
logging 7! reflective Z:%i; A SCRFIELE#AERT operator

‘ N {E N neq

SS500-BI RAMUKIIIN | w4 Qo 4emspifi Tk )71 ( outbound ) i, R FHALH

logging 71 reflective Z:4i; A SCRFECE#:1ERT operator

I{E N gt. k. neq fl range

4 QoS &N H T AW C inbound ) I, ANIERCE
logging. reflective 7 vpn-instance =% A~ Ffid &
EEVERT operator BUHE N neq

2 QoS KEEMN AT H 7 H ( outbound ) B, ASCHFACE
logging. reflective fi! vpn-instance Z%; R~ il &
£VERT operator BXE N gt It. neq 1 range

S5500-SI 7 51 AR M 3Z bl

S7500E F51 LAKAZ HedL

3.3 /= ACL AL 15 7

2 ACLARTEIR SCHIE MAC Hulik. H i MAC Hidik . 802.1p fE%c2k . — E WM SiAIEE — 245 B
SE VPRI, X $i SCEAT A0 B 1 o3 B AL
= ACL B 5 BUE i [ o 4000~4999 .



3.3.1 HME

Host A .
0011-0011-0011 2P HH A

Host B

fit & — )2 ACL AN A
3.3.2 M HHEXR

Host A Il Host B it ¥ I GigabitEthernet 10/1 #: AAZ#eHL (LA S5500-El 441), Host A HJ MAC
Hhhk A 0011-0011-0011. FERAECE — )2 ACL, SZHLLESF K 8:00~18:00 [N [A] BN, *T Host A K
H 1 B 1 MAC A4 0011-0011-0012 [ SCEE 4T 8 .

3.3.3 fic B FE A1 RE

# 52 SCE AR (A B trname, B ] Y5 FE| &K 1) 8:00~18:00.
<Switch> system-view

‘ [Switch] time-range trname 8:00 to 18:00 daily
# € X "= ACL 4000, FtEJF MAC Hihil >y 0011-0011-0011, H i MAC Hthl >y 0011-0011-012 1)

TSV 1] R

[Switch] acl number 4000
[Switch-acl-basic-4000] rule deny source-mac 0011-0011-0011 ffff-ffff-ffff
dest-mac 0011-0011-0012 ffff-ffff-ffff time-range trname
[Switch-acl-basic-4000] quit

# 3 XK classifier_hostA, XJULAC )= ACL 4000 FHi SCHEAT 432K,
[Switch] traffic classifier classifier hostA
[Switch-classifier-classifier hostA] if-match acl 4000
[Switch-classifier-classifier hostA] quit

# 7 X MAT N behavior_hostA, shENFE 4k SCiE .
[Switch] traffic behavior behavior hostA

[Switch-behavior-behavior hostA] filter deny
[Switch-behavior-behavior hostA] quit

# F X 5N policy_hostA, N5 classifier_hostA 48 5E /4T N behavior_hostA.
[Switch] gos policy policy hostA

[Switch-gospolicy-policy hostA] classifier classifier hostA behavior
behavior hostA

[Switch-gospolicy-policy hostA] quit

# 14 M policy_hostA B F 21|%7 I GigabitEthernet 1/0/1
[Switch] interface GigabitEthernet 1/0/1
[Switch-GigabitEthernetl/0/1] gos apply policy policy hostA inbound

3.3.4 WEEE

#
traffic classifier classifier hostA operator and
if-match acl 4000

#



traffic behavior behavior hostA
filter deny

#
gos policy policy hostA
classifier classifier hostA behavior behavior hostA
#
time-range trname 08:00 to 18:00 daily
#
gl number 4000
rule 0 deny source-mac 0011-0011-0011 ffff-ffff-ffff dest-mac 0011-0011-0012
ffff-ffff-ffff time-range trname
#
interface GigabitEthernetl/0/1
gos apply policy policy hostA inbound
#

3.3.5 ML BT EH I

i EVE R A2

=1 ACL [ ILECI Y~ config i, HI /] LAMEEGZ ACL H AR — 25 A7 AE I J
W, s ACL BRI, 2 s A 12 2O A 2075 TH PR Sk
HPRZS: 24 ACL RIULAECI v auto I, FI - ANBefzriiz ACL AR —2%
CLAFERHN, SRS IRE R .

Bl BB SUR R AN REAN A7 AE MU [R5 ) 2= S S g iz e A s, &
Gtz C 2 AF e,

=1 ACL HJULFECIR 2y auto Y, 58 G U RNPRE 3% I8 “IREEDLSE” MR E A 21 2
AT HIRRI A B BT R B ) G 5 A 2 2R

= " J= ACL # QoS g 51 X 3R SCHEAT i 73 281, ACL AU A5 X HIZh1E (deny
5, permit) ANEMEH, LA ILACH ACL Wk SCREUMZIEH QoS g
AT e I EIE R E -

=1 )= ACL ¢ QoS 5 51 X R SCiEAT L7 28R, 2577 dh U BR il 1 DL a0 N R P

B i ) PR A 1 2
77 Wi
S3610 F41 LLK M2 bl AXFFAECE Isap 24
S5510 #41 LLK M2 bl AXFFECE Isap 24
S5500-SI 5 51 AR M 5E Hehl AXFFECE Isap 24
S5500-El 5 51 LK M 5Z bl AXFFAECE Isap 24
S7500E #41 LLK M A2 bl A FFACE Isap 24

3.4 Fii /7 £ 2 S ACL AR bR MR i 8 5 5

FP B E SCACL A BLBAIRSCH 2400k« 1P ISR EENFRHE, 152 AR LA 71T ia 5 fEhd it
17 57 BAF, RMIROCRBU R 555 Sf AR € 7455 B AT EUR,  $RBIDLHEC 3 S0, )R
BEAT AN AR BE



F 7 B € CACL 75 BUE Y6 D 5000~5999 .

AR 1 3 Z D Re XA T & B ACL BRI A By B S S B AT IR 1 o A LUK S 1R &Y
ACL AL A5 195 B i 1% R R 8 XUE B 4. than, Jfsoe )T 1P
itk B e ik, Y8 TCP B . HAY TCP mi HEEMR G, RAE EIRVEEIN A ACL FN A PLIE
BN R BIELEF, AT QoS ZIhRE: I ACL UMD ASGE T A M4 H, S3 QoS ThREARESI
FH I ACL F1 0]

3.4.1 H K]

Esyi stk

Vlan-int 1

92.168.0.1 a
Eth1/0/2
Host A Switch Host B
192.168.0.2 192.168.0.3

BB FH 2 1 52 S ACL LR 4L M )
3.4.2 N FHER

Nl AV R A Al (BAS3610 941D SEILHIE, MR T -
Host Af) IP Mo 192.168.0.2, it s I Ethernet 1/0/1 #: AAZ#:41; Host B |
IP Huht >y 192.168.0.3, iHid ¥ M Ethernet 1/0/2 8 N A #:HL .
Host A1 Host BJ& T VLAN 1, & M CH % E N 192.168.0.1 (X2 ##l VLAN 1
O IP k), 8LV A Internet.
BURECE A H 2 LACL, X Host A & H B4 'E W 2¢ 1P Hiuhikf¥) ARP 4 SCEAT I 98

3.4.3 fic B R AN RE

# EN T EE N ACL 5000, FECEVE IP HihikA 192.168.0.1 i ARP HROCHI VT I #EN . HrpL2 %
ARSI R a6THE, 0806 Jy ARP Bl 'S, ffff AfEaD, 12 LUK SO s SR =
B mte i, start s WIS G THEL, c0a80001 74 192.168.0.1 1T/ ikl al, 28
N ARP R L H i 1P HuhE T B R A

<Switch> system-view
[Switch] acl number 5000
[Switch-acl-user-5000] rule deny L2 0806 ffff 12 start c0a80001 ffffffff 28

# 5 NP R AR ftemplate_hostA.
[Switch] flow-template ftemplate hostA extend L2 12 2 start 28 4
# {E¥m I Ethernet 1/0/1F N H I Ak ftemplate_hostA.

[Switch] interface Ethernet 1/0/1
[Switch-Ethernetl/0/1] flow-template ftemplate hostA
[Switch-Ethernetl/0/1] quit

# 7€ MK classifier_hostA, XTULECH /' B X ACL 5000 F$i SCEAT 732K
[Switch] traffic classifier classifier hostA

[Switch-classifier-classifier hostA] if-match acl 5000
[Switch-classifier-classifier hostA] quit



# & 4T N behavior_hostA, Zh{EANTEZLHR GBI .
[Switch] traffic behavior behavior hostA

[Switch-behavior-behavior hostA] filter deny
[Switch-behavior-behavior hostA] quit

# E XK policy_hostA, NZE classifier_hostA+5 1T N behavior_hostA.
[Switch] gos policy policy hostA
[Switch-gospolicy-policy hostA] classifier classifier hostA behavior
behavior hostA
[Switch-gospolicy-policy hostA] quit
# 4 ZKHS policy _hostA W A 3] [ Ethernet 1/0/1
[Switch] interface Ethernet 1/0/1
[Switch-Ethernetl/0/1] gos apply policy policy hostA inbound

3.4.4 EENE

#

flow-template ftemplate hostA extend start 28 4 12 12 2

#

taffic classifier classifier hostA operator and
if-match acl 5000

#

traffic behavior behavior hostA

filter deny

#

gos policy policy hostA

classifier classifier hostA behavior behavior hostA

#
acl number 5000
rule 0 deny start c0a80001 ffffffff 28 12 0806 ffff 12

#
interface Ethernetl/0/1

flow-template ftemplate hostA
gos apply policy policy hostA inbound

#
3.4.5 Mo B ¥ =

ERCE P H € LACLI 75 EF &

AR IPv4 ACL AN, H 7 HE X ACL FE& A S Frig ek, Hegit
ITE MR E .

ol LA R /AR RLUAR R, 5 < SE AT A B P A E

SCACL A UG B FE N B BT -

A HE X ACL FFEMY R - H & Uikl &, H P HE L ACL H1ix
B WA 2 S Y R A P E e SCREAR AR WA Yu 2 H, T
Fi 7 B g X ACLASRE BN

M EE L ACL 8 QoS ZR g 51 R SCEAT 73 280, ACL B H 5 LI shfE

(deny 5k permit) AR, 28 H ALt VT EC L ACL FIFR SCREI3h 1 BT QoS

FEWE R AT N E I BIE TR E o AE 0 B IR I 75

S3610&S5510  H 1 LUK MAS #e L S ¢ R B AR B 5 SR A A AR ORI FH P B 0 S
. Hb, HF A E SRR AT 7 APrE RS R A



PREERLH P B8 ORI S T A TonER, SIOCNENTFEAR ¥R
TE UL P B € L ACL Be&fEH, AP LMY BEHFE
B SURAEMUFI L 7 (8 52 L ACL X # LK 98 8 - B AT UL

TUREAR R0 2 TR AL BRI ACL A 2, X2 TR Ab B ACL A AERK

P B & AR 2 8, AU EECE — AN B U — A i
1 _E R B R — AR .

FE 3 BN AR, E R0 FIhAB02.1x  Thig. AEHETNAE NDP. NTDP.
HABP. Cluster). DHCP Snooping. i & . MAC+IP+ii O485E . Ri%
QinQ. Voice  VLAN {5 A B DN o [RS8 450 2 AN ELAE 3 11
BN B RR 5 R X L TR .

YR PR O T R ARER G, ARerettim 0 NS AR m R
ACL [¥] QoS &

S3610&S5510 £ 41 LLK I AZ #e bl i 22 SCRFIEC B P FH P B € AR . fERCE bR
AERL P 0 SCRUBIAR I e AN SR BT A I e 3R B o5 2755 A /N T-56 16
NFHT o BN TOERFT T T R

v H BN

FNTCERIT

ZFR ik PUBEAR H o FH )15 4
customer-cos F P 2% 802.1p 26 35, 17
customer-vlan-id F P /%% VLAN ID 13 6 ¥
dip |P S ER 1 H ) 1P k5 AN i A
dipv6 IPv6 4R SCLER T H 1) [Pv6 Mtk 10 571
dmac DL i SC 3L 38 1 B 1 MAC ik 6 7T
dport H 113 11 35, 2 Ay
ethernet-protocol A R4 S Sk 38 B 0 I R 2R 4 7 i
dscp IP #3CL B ) DSCP I3
ip-precedence |P 4 SCL 0 1P A 5 2 3k 177
tos |P $ 3L B 1) ToS I
fragments IP $& SCH 0 Fobs AL 38 AN
icmp-code ICMP A5, 2 7y
icmp-type ICMP 5 2415, 2 7y
icmpv6-code ICMPV6 XAk 2 7
icmpv6-type ICMPV6 25735 2 7
ip-protocol |P S S B I P S T 5 Ao 7
ipv6-dscp IPv6 i 3=k &R 1) DSCP 13 1 7
ipvé-fragment IPV6 73 hs G35, N EST




ES B TASAR o AR 15
ipv6-protocol IPV6 $ 3Lk i S B AT
service-cos IBE TR M 4% 802.1p 5t 2k A b
service-vlan-id iz 5 T 4% VLAN ID 35 AN
sip IP SRR ATYE 1P k5 AN 5 71y
Sipv6 IPv6 3B 1PV Mok I5 Ao
smac DL R S35 YR MAC bk 35k 6 i
sport Uit g 1145, 2 7y
tcp-flag TCP 3L 5B B bR 3535 1 Ay
Y -
dscp. ip-precedence tos = IyoE GHFEATFI. FANEEX =R, SERNEE

X =ATER PRI, TR 8 AT
it A 7 iemp-code F1l iemp-type T3, PE# T 4 TN S 2 DS
7 i B lempv6-code A1l icmpv6-type TE %, i3 T i T HI R 2 AT
Al i & iemp-code =X icmp-type 5 sport T, RS 240 [FIECE icmpv6é-code
o, icmpv6-type 5 sport 0%, R i 2 5.




4. IPv6 ACL HEREBES

4.1 A IPve ACL Sl B I8 &

FEA 1Pve ACL HARHE VR IPve Hitik {5 B il s ULEC KR, SR SCHE T AN B o B b B, 3
K 1Pv6 ACL 1) 75 HXUE Y5 [l 2 2000~2999.,

4.1.1 HAME

GE1/0/ @ 75 phy 52

Switch

R
4050::9000/120
fid B 3L A IPve ACL 2H W &

4.1.2 N FHER

oy A AL X I A el (PAS5500-El 441 SEILAERT ] 2 B i,  HEoRACE &
A Pv6 ACL, ZEIEHT AR ESTT (1Pve Hitik >N 4050::9000/120) 7 [r] X 2%

4.1.3 Bc B I FE AR

# E M FEA IPv6 ACL 2000, TiC B M & 55 1107 in) K
<Switch> system-view
[Switch] acl ipv6 number 2000
[Switch—-acl6-basic-2000] rule deny source 4050::9000/120
[Switch-acl6-basic-2000] quit
# € X2k classifier_rd, XFUVLHED IPv6 ACL 2000 IR SCHEAT 7325
[Switch] traffic classifier classifier rd

[Switch-classifier-classifier rd] if-match acl ipvé 2000
[Switch-classifier-classifier rd] quit

# 5E AT N behavior_rd, BIEANIELR SCEL .
[Switch] traffic behavior behavior rd

[Switch-behavior-behavior rd] filter deny
[Switch-behavior-behavior rd] quit

# € MKW policy _rd, “NZE classifier_rd 8 %€ 14T N behavior_rd.
[Switch] gos policy policy rd
[Switch-gospolicy-policy rd] classifier classifier rd behavior
behavior rd
[Switch-gospolicy-policy rd] quit
# B KB policy rd M #1351 GigabitEthernet 1/0/1

[Switch] interface GigabitEthernet 1/0/1
[Switch-GigabitEthernetl1/0/1] gos apply policy policy rd inbound



4.1.4 5EEEPLE

#

traffic classifier classifier rd operator and
if-match acl ipve 2000

#

traffic behavior behavior rd

filter deny B

#

gos policy policy rd

classifier classifier rd behavior behavior rd

#
acl ipv6 number 2000

rule 0 deny source 4050::9000/120

#
interface GigabitEthernetl/0/1
gos apply policy policy rd inbound

#
4.1.5 fic B iF = HI

BRI A

4 ACL HJVULECI 74 config i, H P AT LMEIZ ACL H MR — 2% CL & A7 AE
IR, EAEE ACL FR ISR, 2000 I wh 38 A5 18 208 1 358 40475 1 H
TRFFICRIPIRAS; 24 ACL WIULECINT 4 auto B, H~ AReiEoii% ACL
AT — 2 AN, SRS SRR RE R

Hr A EE S RS B A D AEAE AL IIAR (], 75 ) 2= 3 3000 2 BAS DUk
0, RASPIRZIN CEAFTE.

4 ACL LT v auto B, Hra0 g RN 38 “REEDLSE” 1 4 A\
B AW, B BT A U R )25 A 2 H0%

LA IPv6 ACL# QoS Hels 5| FIXT i SCHE AT I 2 25T, ACL FII A LI 5)
fE (deny = permit) ANEEfER, ZHEALGTILEC I ACL 4k SCREL K 5]
{E tH QoS & H1 AT A€ LIS E

LA IPve ACL 3% QoS 5Kl 5| FIXHHR SCHEAT L 73280, 2% 7= b I PR 1) 155 452

NRPTR.
B it R R A 155 150
77 il UiH
S3610 FR 51 LKA # AL A E logging 54k
S5510 F 51 LK M AZ #AL A E logging 541
S5500-SI 2 51| LK P AZ Al ACHFILE logging il fragment 2 4{
S5500-EI 541 LUK M 22 el A FFACE logging il fragment 4%
S7500E 41 LUK AZ el A FFACE logging il fragment 4%

4.2 =44 IPve ACL LAY # 45 3

=12% 1Pve ACL T] LA FHHR SC YR 1Pve MBS B . H I IPve Hubi{E B . IPve AR E T M SRR |



WRSCRREYE (BlhnTeP B UDP HR SR H . H S5 H, ICMP I B8R, W B EE) 25
= 2R VTR

FH P a] AR 2% 1Pve ACLSE X ELIEAS IPve ACLEE YRR, B FE's . HRIGMHN . =

2% 1Pv6 ACL I 75 BB Y5 il 3000~3999.

4.2.1 HNE

T A

TR ARG ae
4050::9002/128

37

Host A GE1/0/1
4050::9001/128

ai Switch

Host B

GE1/0/2

e & = 2% IPve ACL 2H Y &
4.2.2 NHEER

oy w2 AL (LA S5500-E1 A1) SEILEHET] 2 (B E.3% . Host A Al Host B i@ it
Ui 1 GigabitEthernet 1/0/13: AAZ#Al, Host A ) IPve Hidik >y 4050::9001, T.%% 25 if) IRk 55 2%
[ 1Pv6 i ik >y 4050::9002.

TSR AL E =2 IPve ACL, 2511 Host A7 1) TR B IR S5 75

4.2.3 Pc B I FE AR

# 5E M2k IPv6 ACL 3000, FBLE Host A 7 Il HL

<Switch> system-view

[Switch] acl ipv6 number 3000

[Switch-acl6-adv-3000] rule deny ipv6 source 4050::9001 128 destination
4050::9002 128

[Switch-acl6-adv-3000] quit

# 5 MK classifier_hostA, XFULAC IPv6 ACL 3000 3R SCiE4T 425

[Switch] traffic classifier classifier hostA
[Switch-classifier-classifier hostA] if-match acl ipve 3000
[Switch-classifier-classifier hostA] quit

# 7 X FAT N behavior_hostA, Zh{EAFE 4R iR .
[Switch] traffic behavior behavior hostA

[Switch-behavior-behavior hostA] filter deny
[Switch-behavior-behavior hostA] quit

# 5 XKW policy_hostA, NZE classifier_hostA {5 E 11T N behavior_hostA.
[Switch] gos policy policy hostA
[Switch-gospolicy-policy hostA] classifier classifier hostA behavior
behavior hostA
[Switch-gospolicy-policy hostA] quit
# 4 SR WE policy_hostA N H F|% I GigabitEthernet 1/0/1
[Switch] interface GigabitEthernet 1/0/1
[Switch-GigabitEthernetl/0/1] gos apply policy policy hostA inbound



4.2.4 EHEAE

#
traffic classifier classifier hostA operator and
if-match acl ipve 3000
#
traffic behavior behavior hostA
filter deny
#
gos policy policy hostA
classifier classifier hostA behavior behavior hostA
#
acl ipv6 number 3000
rule 0 deny ipv6 source 4050::9001/128 destination 4050::9002/128
#
interface GigabitEthernetl/0/1
gos apply policy policy hostA inbound
#

4.2.5 fic B iF = HI

i T R

4 ACL I ULHEC) 74 config i, F P 1T LAMEMZ ACL H AT — 2k L& A7 1R
IR, fE1Beh ACL PRSI, 280 0] A V& & 2 B i 38 40 A% 1 H
R IECR IR 24 ACL MIVLEC)T 4 auto B, FH P ARefE iz ACL
H R — 2% DEAEAE IR, BN RS SRR IRE R

HrEE BE U FIEUUAS B AN AR AR R, 75 ) 2= 5 B0 i 38 ok
U, RGN ZIN LA,

 ACL FJULECIY v auto B, SHrGUE AR F R “OREEAR L IR U 46 A\
FICA IF A, B BT A RO R 25 A2 e As

ME 2 IPve ACL# QoS TRl 5| XS H SCHEAT L 43280, ACL HLU A 5 SLHI3)
£ (deny B¢ permit) AE/EH, ZHAUNULACH ACL IFRSCREUR Z))
E tH QoS Mg H1 AT A LI BIAE R e .

=2 IPv6 ACL # QoS Hms 51 FH X SCHEAT I 70 2RI, 25 7= i (1) BIR il 4 ol

NRATR.

B s (14 B 1) 1

7 H
T

Ui

S3610 #41 LLKRIAZ Hepl

AN FFCE logging 2%
Y protocol JEk ipv6 Z AMAFLAR MRS, AL E
fragment =%

S5510 41 LA AZ He )l

AT FFC E logging 2%
2 protocol NFx ipv6 ZAMPHARPMSCEERS, AR E
fragment =%

S5500-SI 7 51| LK P22 Al

AN Fild B dsep. fragment fl logging %1 A SRR
BABRAERT operator iUE Y gt. It neq 71 range

S5500-El % 51| LK P AZ L

% QoS SN AT AN ( inbound ) B, ASCRFCE
logging 7l reflective Z:%i; A SRR B #HAEFRT operator
HUE N neq

% QoS HEEMNA T A ( outbound ) B, ASSZFRACE
logging 7! reflective Z:4i; A SCHFECE#R1ERT operator
HUE N gt. It. neq 1 range




UL

F
o

N BAE N neq
S7500E 51 LA ZZ HAll

EUiE AN gt t. neq # range

% QoS SN AT AN ( inbound ) i, ASCRFCE
logging # reflective Z:%; A >(HFICE#HAERT operator

* QoS EHEMNA T H 1A ( outbound ) B, ANSZEFECE
logging il reflective Z:%i; AR & BAERT operator

5. QoS HEIREIES

5.1 i [ A A I 5 S0 i B 4

5.1.1 HKK

Server
Host A

192.168.1.124 192.168.1.2/24

Host B
GE1/0/3

GE1/0/2 192.168.2.1/24

P 3 1 L AT W 5 2 o I
5.1.2 M FHER

A a] MR E AL (AS5500-EP B ) Sl H&E., WZEMIERIARLT -

Host A IP #idik > 192.168.1.2, Server [ IP Hulik >y 192.168.1.1, W&l U

[ GigabitEthernet 1/0/1 2 N3Z #:Hl,;

Host B IP #hilik Ay 192.168.2.1, i1t i I GigabitEthernet 1/0/2 #: N2 #HL.  Hic

B O PRGE AR B M, SEElan R AR
BE 1 Switch [ Internet K% i &~ 640kbps, EFE#8 Hi PR H1l [ S
BRI Host Al 41 & Hi IR & o 320kbps, EFHEH RIS R
#ill Host B 5 Server < [B] {1t & N 64kbps, 23 HBRHl IH S,



5.1.3 Fc B id FE AR

EF Xt Switch Bic B i H PR
# 7E¥m I GigabitEthernet 1/0/30 1 & v L PR, PR ill v 1 A& 3K S #3532 A 640kbps.

<Switch> system-view

[Switch] interface GigabitEthernet 1/0/3
[Switch-GigabitEthernetl/0/3] gos lr outbound cir 640
[Switch-GigabitEthernetl1/0/3] quit

5% Host AL B i &= I8 4
# € X IEA ACL 2000, X1y 1P bk~ 192.168.1.2 [k SCHE 4T 40 2%

[Switch] acl number 2000
[Switch-acl-basic-2000] rule permit source 192.168.1.2 0
[Switch-acl-basic-2000] quit

# 52 M 2K classifier_hostA, JLHEEEAS ACL 2000.

[Switch] traffic classifier classifier hostA
[Switch-classifier-classifier hostA] if-match acl 2000
[Switch-classifier-classifier hostA] quit

# 5E M IRAT N behavior_hostA, Zh{E N R 13 S 1137 &4 320kbps .
[Switch] traffic behavior behavior hostA

[Switch-behavior-behavior hostA] car cir 320
[Switch-behavior-behavior hostA] quit

# 5 XKW policy_hostA, N2E classifier_hostA$E E 4T N behavior_hostA.
[Switch] gos policy policy hostA
[Switch-gospolicy-policy hostA] classifier classifier hostA behavior
behavior hostA
[Switch-gospolicy-policy hostA] quit

\ /s . 2 . =

# PR policy _hostA W H 2| [ GigabitEthernet 1/0/15.
[Switch] interface GigabitEthernet 1/0/1
[Switch-GigabitEthernetl/0/1] gos apply policy policy hostA inbound
[Switch-GigabitEthernetl/0/1] qu1t

%%t Host B 11 Server Bt & i & W&
# E X HEA ACL 3001, FYE 1P Hubil o 192.168.2.1, H il 192.168.1.1 IR SCiHAT 42K

[Switch] acl number 3001

[Switch-acl-adv-3001] rule permit 1ip source 192.168.2.1 0 destination
192.168.1.1 0

[Switch-acl-adv-3001] quit

# 5 N IEAR ACL 3002, WFUR IPHilEN 192.168.1.1, H Hihl A 192.168.2.1 HIFR SCHE T 402K

[Switch] acl number 3002
[Switch-acl-adv-3002] rule permit ip source 192.168.1.1 0 destination
192.168.2.1 0
[Switch-acl-adv-3002] quit
# 7 M 2 classifier_hostB, VUACLFEAS ACL 3001,

[Switch] traffic classifier classifier hostB
[Switch-classifier-classifier hostB] if-match acl 3001
[Switch-classifier-classifier hostB] quit

# 5 XK classifier_Server, JLPZHEAS ACL 3002,

[Switch] traffic classifier classifier Server
[Switch-classifier-classifier Server] if-match acl 3002
[Switch-classifier-classifier Server] quit

# 5E MIAT N behavior_hostB, B A FR il 4§ SC 13 24 64kbps.

[Switch] traffic behavior behavior hostB
[Switch-behavior-behavior hostB] car cir 64
[Switch-behavior-behavior hostB] quit

# € X AT N behavior_Server, ZN{E PR HIHR ST 19 & A 64kbps.
[Switch] traffic behavior behavior Server

[Switch-behavior-behavior Server] car cir 64
[Switch-behavior-behavior Server] quit

# 5 XM policy_hostB, AN classifier_hostB 18 5 1T N behavior_hostB.
[Switch] gos policy policy hostB
[Switch-gospolicy-policy hostB] classifier classifier hostB behavior
behavior hostB



[Switch-gospolicy-policy hostB] quit
# 5 X KB policy Server, “NZE classifier_Server {8 %€ i 17 N behavior_Server.
[Switch] gos policy policy Server
[Switch-gospolicy-policy Server] classifier classifier Server behavior
behavior Server
[Switch-gospolicy-policy Server] quit
# J4 M policy_hostB Al policy_Server 737l 3 A 1|3 [ GigabitEthernet 1/0/F A 75 A Al H 5

[N

[Switch] interface GigabitEthernet 1/0/2
[Switch-GigabitEthernetl/0/2] gos apply policy policy hostB inbound
[Switch-GigabitEthernetl/0/2] gos apply policy policy Server outbound

5.1.4 THLE

#

traffic classifier classifier hostA operator and

if-match acl 2000

traffic classifier classifier hostB operator and

if-match acl 3001

traffic classifier classifier Server operator and

if-match acl 3002

traffic behavior behavior Server

car cir 64 cbs 4000 ebs 4000 green pass red discard yellow pass
traffic behavior behavior hostA

car cir 320 cbs 4000 ebs 4000 green pass red discard yellow pass
traffic behavior behavior hostB

# car cir 64 cbs 4000 ebs 4000 green pass red discard yellow pass
gos policy policy hostA

classifier classifier hostA behavior behavior hostA

gos policy policy hostB

classifier classifier hostB behavior behavior hostB

gos policy policy Server

classifier classifier Server behavior behavior Server

#

acl number 2000

# rule 0 permit source 192.168.1.2 0

acl number 3001

rule 0 permit ip source 192.168.2.1 0 destination 192.168.1.1 O

aclypEmpere Y2 ip source 192.168.1.1 0 destination 192.168.2.1 0

#
interface GigabitEthernetl/0/1

gos apply policy policy hostA inbound

#
interface GigabitEthernetl/0/2

gos applY policy policy hostB inbound
gos apply policCy policCy Server outbound

i
interface GigabitEthernetl/0/3 gos

lr outbound cir 640 cbs 40000
i

5.1.5 fd B JF = FHm

FEE RN
—/NREE R DAN F B 2 AN 1, i D AN 7 [ninboundoutbound g

I — AN
S3610&S5510 F ¥ LUK PIAZ B A SR B o 11 BRE, FH - 7] LLS H qos gts

B BRI, ERMFERRCR.
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ﬁk@a

£ S7500E F 51 LUK A # L _E W FH SR I 75 253

11 % nest. remark customer-vian-id 1 remark service-vlan-id z1F [/ KBS AN GE N FH T
VLAN Bi4: 5 .

nest 2/ 1 5Bk filter. remark dot1p DL/ HALSIEABERIRTBCE., F H K nest 21N H
B 1 /v 1 2H B AP A 0 g 1 /o UV AH EIF IR 2E AR QinQ ZhEE, 75 W SRS AN B8 Rl Dh B
.

remark service-vlan-idz{£ N F T A J7 17 (inbound) i}, 5[xfilter. remarkdotip L)
AN HAN S EABEF N EC B, 75 U SRMEAE AN BE Rl Th N

mirror-to Z{EN T H 1A (outbound) i, NEESHAMSHERINECE, 750 SEIEE A
Re TN H

B SR AL S B2 R E U4 28] R A if-match service-vian-id 5, 3 HiiAT N E
X 5hE 2 remark customer-vlan-id (5% X 5 remark customer-vian-id 7! remark
dotip) R, R/ mTULE SA BARA EA Bt EFFE 7R QinQ ZhRg I m M 7 1)

(outbound) [ FHiEHEmg, HISKSEH1:1 VLAN MappingZife.

5.2 Lot EARICAIBAS o S AL B & 95 5

5.2.1 HAMK

Database server

192.168.0.1
Host A .

Mail server

41/N/2
192.168.0.2
GE1/0/2 Switch

’ ‘ 192.168.0.3

Host B

Host C
Bc B I 51 2 FE A i A BA A1) 1 BE 2H ) P

5.2.2 N HER

A F MBI A L (BAS5500-EDRH1D SEELEE . MR HEIR 0T
Host A Il Host B i id i I GigabitEthernet 1/0/1 B2 ANAZ #:H;
Host C i il i 1 GigabitEthernet 1/0/2 82 N3Z #:HL;
BHE e g5 w A iR 2548 R0 SC A R 55 2% 8 1 o 1 GigabitEthernet 1/0/3#: A\
AL o
MC B AR e R B AR DA BB B, SCElan 75K



4 Host A #l Host B Vi in] ik 95 7 if, 2 AL A5t 403 Host A A1 Host B 15 ] 2
P 2 AR 55 2 AR S, HRALFE Host A A Host B 15 ] BB A4 AR 45 2% i 4R S,
5 J5 A Host A Fll Host B 15 1] ST Al 45 28 B4R 3 5

Joe Host C 7517 Internet 2435 1Al Ik 55 o5, S #RALERR Jc b BE Host C & H 13k
o

5.2.3 At B LR AR

&% Host A F1 Host B [AAC &
# F X2k ACL 3000, *FH ) I Hidik N 192.168.0.1 B SCHEAT 2025

<Switch> system-view

[Switch] acl number 3000

[Switch-acl-adv-3000] rule permit ip destination 192.168.0.1 0
[Switch-acl-adv-3000] quit

# € L EZk ACL 3001, X H 1P Huhik A 192.168.0.2 B SCi3#E4T 4024

<Switch> system-view

[Switch] acl number 3001

[Switch-acl-adv-3001] rule permit ip destination 192.168.0.2 0
[Switch-acl-adv-3001] quit

# 5 X2k ACL3002, XFH Y IP Hulik >y 192.168.0.3 IR AT 4025

<Switch> system-view

[Switch] acl number 3002

[Switch-acl-adv-3002] rule permit ip destination 192.168.0.3 0
[Switch-acl-adv-3002] quit

# 5 XK classifier_dbserver, JLHCE 2% ACL 3000.

[Switch] traffic classifier classifier dbserver
[Switch-classifier-classifier dbserver] if-match acl 3000
[Switch-classifier-classifier dbserver] quit

# 7€ XK classifier_mserver, VUM = 2% ACL 3001,

[Switch] traffic classifier classifier mserver
[Switch-classifier-classifier mserver] if-match acl 3001
[Switch-classifier-classifier mserver] quit

# 5 XK classifier_fserver, DLHACE 2% ACL 3002,

[Switch] traffic classifier classifier fserver
[Switch-classifier-classifier fserver] if-match acl 3002
[Switch-classifier-classifier fserver] quit

# 5 XRAT N behavior_dbserver, FNENEFRICHSCIIA AL L N 4.

[Switch] traffic behavior behavior dbserver
[Switch-behavior-behavior dbserver] remark local-precedence 4
[Switch-behavior-behavior dbserver] quit

# E)(/fﬁﬁﬁ behavior_mserver, Zh1EN B RICHR SCHIA L5628 3.

[Switch] traffic behavior behavior mserver
[Switch-behavior-behavior mserver] remark local-precedence 3
[Switch-behavior-behavior mserver] quit

# 5E AT N behavior_fserver, Zh{E N ARICHR LA AR SEZ )y 2.

[Switch] traffic behavior behavior fserver
[Switch-behavior-behavior fserver] remark local-precedence 2
[Switch-behavior-behavior fserver] quit

# € XKW policy_server, AR ERAT N
[Switch] gos policy policy server
[Switch-gospolicy-policy server]classifier classifier dbserverbehavior
behavior dbserver
[Switch-gospolicy-policy server] classifier classifier mserver behavior
behavior mserver
[Switch-gospolicy-policy server] classifier classifier fserver behavior
behavior fserver
[Switch-gospolicy-policy server] quit

# 1455 0% policy _server W FH #]3 [1 GigabitEthernet 1/0/1L .

>k



[Switch] interface GigabitEthernet 1/0/1
[Switch-GigabitEthernetl/0/1] gos apply policy policy server inbound
[Switch-GigabitEthernetl1/0/1] quit

# JiC & ¥ 1 GigabitEthernet 103 HIBAFIE & 5 = SP (Strict-Priority, J2AEHLGZ0 .
[Switch] interface GigabitEthernet 1/0/3

[Switch-GigabitEthernetl/0/3] gos sp
[Switch-GigabitEthernetl1l/0/3] quit

%%t Host C ML B
# IiC & ¥ [ GigabitEthernet Y02 B Je FAG AT X ONAE (Lim H AR e K (BB 1B 5L T RS
fFum A g, AP LT E) 3+ Bk im0y 5.

[Switch] interface GigabitEthernet 1/0/2
[Switch-GigabitEthernetl1/0/2] gos priority 5

5.2.4 SEHME

id

traffic classifier classifier fserver operator and

if-match acl 3002

traffic classifier classifier dbserver operator and
if-match acl 3000

traffic classifier classifier mserver operator and

if-match acl 3001

traffic behavior behavior fserver
remark local-precedence 2
traffic behavior behavior dbserver
remark local-precedence 4
traffic behavior behavior mserver

# remark local-precedence 3
gos policy policy server
classifier classifier dbserver behavior behavior dbserver

classifier classifier mserver behavior behavior mserver

classifier cla551f1er fserver behavior behav1or fserver
acl number 3000

rule 0 permit ip destination 192.168.0.1 0
acl number 3001
rule 0 permit ip destination 192.168.0.2 0

acl number 3002
rule 0 permit ip destination 192.168.0.3 0

i
interface GigabitEthernetl/0/1
gos apply policy policy server inbound

i

interface GigabitEthernetl/0/2
gos priority 5

#

interface GigabitEthernetl/0/3

gos sp
i

5.2.5 Tt By =g

FEEVT RN
#£ S5500-El %1 LK MAZ #HepL _F W SR &I, inbound F1 outbound /5 1] ]

S EHEMIE S I inbound A1 outbound 77 [ 1) 57 37155 10 .

£ S7500E Z 41| LIK 22 4L L 8 F & B, inbound F1 outbound 75 [7] 1 3¢
FriE %2 I inbound 11 outbound J5 [a] 1 52 5 15 0

7 S5500-EI/7500E F 41 LAKHAZ HAL b N FH SR 0E 5, Wi SRR Rl ILRE 1
inbound 71 outbound 75 [ F SRS, 43I, outbound J7 ] I



PATHIENE<E DR inbound 7714 _EHATIENE, 455K <Ll outbound
J7 A EHAT RIS E N Blan, fROCAEFEAS AL LECE] inbound 77
m]_E HIZEmS, Z01E N remark dscp 10 , 75 25 22 # 4L VLT 31 outbound
J7 1) _E SRS, 3117 N remark dscp 40, f &4k SCH DSCP st 4%k 40.

S5500-S1/S5500-E1/S7500E & 41| LK IAS #ATL ) o 11 S 8 ANt A1), H
Fa] DAAR Y 75 B B v L BRI A B SP (Strict-Priority, ™ 4%k
Je %) FERE, BBy AI{EFW RR (Weighted Round Robin A%
WD EERE. @K O _ERIBAS 2 BN SP i FE LA WRR 1 2
(Bl group 1), SZILSP+WRR AR IIRE. EPAFIERS, RFESML IR
1E SP A FEZH N IR BA AR BT, 24 SP A L4 N IR BA A s B SO IERE,
2B WRR W EEH A 1IBAF . SP i FE 20 8 25N BAFIAT Pps i e e i
7750 WRR W EEH N & BABIHAT InBEe 0 77 .

S3610&S5510 F 41 LAK M AZ H AL )i 11 S KF 8 Nt A1, FH P AT DURYE TR 2
WC B o b 58 2 BA SIS SP i EE STV, ER4r A ST FH WRR A5 .
R O BRI BB SP A4 WRR A4, Szl SP+W
RRIIFEZED R . FEATBABIHERS, SAH BT ASP, IR
S A A RS R, AR S B R BAA Y5 BT AE RO 4L 1 4n, KERA
55, 6. 7 %I93 SP R, #BAFI2. 3. 4K FIWRR W E41, ¥
AZI 0. 1R BIWRRIAEA 2. Liltbss, SPHEHEE M KBAIIY
SN7, WRRIFEH 1 BEMHE KIS N4, WRRIH FE4H 2851
KOFN GRS N1, FIEASHHLE S SP BT ™8t st JiAE, SP 4
I A ST RIER, A WRR 1 hkTswiA 5, &a 4 SHEW
RR 4 2 Wi T3 i L

1£ S3610&S5510 & 41 LA M AZ e AL _Ac & A% FH W RR 8, SP+WRR BA S A FE 5. VLIS,
W2 B ) BA BRI 43 B[R] — N R R .

AT T, S5500-SI/S5500-E1 541 LUK M A2 BbL A Fi A v IR FH WRR 1 5T
7%, BAFIO~7 IALE >N 1. 2. 3. 4. 5. 9. 13, 15,

A THL T, S3610&S5510/S7500E F 41 LA W AZ #4114 B A i I K FH SP il S 45
%

S3610&S5510 % 41 LA K W 52 e ML 3¢ HF 78 vy 11 8% 11 2H b fc B 3 28 &
(WRED) Zhfg, H)ulLlffiH qos wred enableriy 2 SZil_FIRTIRE

N E remark Z{ER, &7 5 SC R AT EAMC LSRG AN F, BRI
LA RPN

Bt remark SHE RS RRE L
P v

CFFE ARG OCH] 802.1p kgt (dot1p). ZFFMLsEsk

‘ o (drop-precedence). DSCP 5t4 (dsep). IP ARk
S3610 £ 41| LK M AZ bl
: S (ip-precedence). AHiiL/:2 (local-precedence) Hliz s T
4% VLAN ID (service-vian-id)




77 il Wi

TRFE MR SR 802.1p 52 (dotlp). EFALILLk
(drop-precedence). DSCP 154 (dsep). IP 52k
(ip-precedence). Aitifiist4: (local-precedence) Fliz’sE i
2% VLAN ID (service-vlan-id)

S5510 R F LR A L

S5500-SI ZFILAAKMAE | SCRFEAR GRS 802.1p fL/: 4 (dot1p) . DSCP 1524 (dsep) .
AL IP 52k (ip-precedence) FIAML /2 (local-precedence)

YR EAMCIRSCHI A M4 VLAN ID (customer-vian-id) .
S5500-El 25l kM= | 802.1p th%:4k (dotip). %51k 54k (drop-precedence). DSCP
bl ek (dsep). IP1itseZ (ip-precedence). 7<Hbif 22k
(local-precedence) Fliz g i %5 VLAN ID (service-vian-id)

YR EARMCIR SO 4 VLAN ID (customer-vian-id) .
S7500E &% UL AMzc#: | 802.1p th5e4k (dotip). %54k %4k (drop-precedence). DSCP
il o2k (dsep). IP 44 (ip-precedence). A<Hifit stk

(local-precedence> filiz & %45 VLAN ID (service-vlan-id>

5.3 05 2% W BsF AN A %) P LA i e

5.3.1 HM

Host . GE1/0/4 . Host
Switch | GE1/0/3
Server
Server

[ERZE WER ST

Host Server
BRI
T 10 51 2 o B T A 271 i 2L T

5.3.2 N HER

N a) M RIS L (BL S5500-E1 ) SEILSERIT 2 BRI Hi%E. MEEIRERR T i
#1138 R S ) GigabitEthernet 1/0/182 A3Z #H1;
WE & #6138 i 1 GigabitEthernet 1/0/243 N A AL
BT R S 1 GigabitEthernet 1/0/34: N2 A1



TERIT BEARER T TN BEER 1T N I e 28 K H AR SCH AN i A 802.1Q Frdsk
(VLAN Tag@ . ZRBo B AL Jo e st A BAZ1 R i, 5K

P~ 755K

PRICTEZEB TR B IR L1802 1p L5 N 3, I Se s, Witk
TN BB 4 Hhs

PRACHE IR TR B IR SCHI802.1p e 4, @I Se s, # itk 2i
TBNBAZ] 3+

PRICE BB TR IR SCHI802.1p L5 N 5, B Se s, Btk
JEABAF] 6 H;

7E3% 1 GigabitEthernet 1/0/4 g & EH A N WRR, BA% 3. 4 F16 Fr &5 1)
B34 5. 10 A1 15,

5.3.3 At BRI REAIfEEE

Aic & i A AL e
# MC & ¥ [ GigabitEthernet 1/0/F s L6 %N 3.

<Switch> system-view

[Switch] interface GigabitEthernet 1/0/1
[Switch-GigabitEthernetl/0/1] gos priority 3
[Switch-GigabitEthernetl/0/1] quit

# T 'E i I GigabitEthernet 1/0/ )i RSS2 N 4.
[Switch] interface GigabitEthernet 1/0/2

[Switch-GigabitEthernetl/0/2] gos priority 4
[Switch-GigabitEthernetl1/0/2] quit

# Tic & v ] GigabitEthernet 1/0/31) 3 RG240 N 5.
[Switch] interface GigabitEthernet 1/0/3

[Switch-GigabitEthernetl1/0/3] gos priority 5
[Switch-GigabitEthernetl/0/3] quit

ﬁﬂﬁﬁnf‘afﬁﬂﬂ%ﬁf ®

# MCE 802.1p TRAC BIAMA oK i R, 14802.1p 564 3+ 4. 5 XF N AR AR S 2 i
B N4, 3. 6.

[Switch] gos map-table dotlp-lp
[Switch-maptbl-dotlp-1lp] import 3 export 4
[Switch-maptbl-dotlp-1p] import 4 export 3
[Switch-maptbl-dotlp-1p] import 5 export 6
[Switch-maptbl-dotlp-1p] quit

Fic & B A1

# ICE ¥ [ GigabitEthernet 1/0/4% BAZI R 57358 WRR,  BA%I 34 4 A1 6 Fir o5 IR E 73 751N

5. 10 #0115,

[Switch] interface GigabitEthernet 1/0/4
[Switch-GigabitEthernetl1/0/4] gos wrr 3 group 1 weight 5
[Switch-GigabitEthernetl/0/4] gos wrr 4 group 1 weight 10
[Switch-GigabitEthernetl/0/4] gos wrr 6 group 1 weight 15

5.3.4 THECE

#

gos map-table dotlp-lp
import 3 export 4
import 4 export 3

import 5 export 6
#
interface GigabitEthernetl1/0/1



gos priority 3

#

Interface GigabitEthernetl/0/2

gos priority 4

#

interface GigabitEthernetl1/0/3

gos priority 5
#
interface GigabitEthernetl1/0/4

os wrr 3 group 1 weight 5
qqos wWrr 4ggro€p 1 we%ght 10

gos wrr 6 group 1 weight 15
#

5.3.5 At BT H I
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DS ETPANEG] dot1p-Ip Mt dot1p-dp B}
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4 4 0
5 5 0
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32~39 4 0 4 32
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48~55 6 0 6 48
56~63 7 0 7 56
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802.1p flt s, A4k 802.1p MLk BIAMAR So g/ FEAT B ML R, SR
J& NS A HAR e A AR e
S5500-EI/S7500E £ 1| LUK A2 #e L3R A 1Y 802.1p i Je 2 R AR Se 9/ 57
52k .DSCP L5c 2 2] 802.1p L5644/ F 54 5 4 /DSCP L 56 4% 1) B ift
KAGEBUEW N RTR.

dot1p-Ip,dot1p-dp R4 m it 5% &

M 5 4 N 2R 5 dot1p-lp &t dot1p-dp W5t
802.1p 1t 52 (dot1p) AL g p) Lk (dp)
0 2 0
1 0 0
2 1 0
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5 5 0
6 6 0
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dscp-dp, dscp-dotip, dscp-dscp Gk st &
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o o5 N 2% 5 dscp-dp W5} dscp-dot1p Wkt dscp-dscp Wbt
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7£ S5500-E1/S7500E £ %1 LA K A e AL _H e B DSCPAL2e % 5 EFAR Se M it o & BF, A
FPk: DSCP AL e bt N EFAR S 1.

5.4 G

Ll

7€ 7] 22 i 1 B G B 9

5.4.1 HMK

GE1/0/1@GE1/0/2
Switch | GE1/0/3
Server

iE7E ! ‘ iR

Bdfe A%
Pic B AL B A5 AN B ) 2 Y 1]

Host
192.168.2.0/25

Host
192.168.1.0/25

Server

5.4.2 N HER

AN AR EE A HAL (PL S5500-E1 D) SEBLAERI] 2 B HE . MEIEIER R i
HB17138 i 3 1 GigabitEthernet 1/0/1 B2 A #AL, HH Host 1) 1P kil
192.168.1.0/25 @i =Z#ALUT A Internet
WFA #1138 5 3% O GigabitEthernet 1/0/2 B NZE#Hi#l, Herb Host £ 1P Mk Hy
192.168.2.0/25 LA HHLUIIF Internet  Fds Wil 15 & 18 ik vty
Il GigabitEthernet 1/0/3# NAZ A1,
FCE B G A E E M, SEELW R /K-
7E TAERF[E] B (8:00 22 18:000 W, 1z TN Host 17 ] Internet i =52
18 2 H0 8 WS 5 4%



£ TAER A B (8:00 &£ 18:00) N, BT A ESI TN Host ¥ 1) Internet i E &
S [A) BB W A2 2%
X 28 8 B O3 R ] DA P A0 15 2865 2438 1T V5 0] Internet R & B3E4T 04T o

5.4.3 Fc B R A RE

€ ST AERT 18] B
# 5F X 8:00 & 18:00 17 J& HHE] B o

<Switch> system-view
[Switch] time-range trname 8:00 to 18:00 working-day

FE SCET XS T 801 B SRS

# E M EEAS ACL 2000, X701 ) Host #E4T 702K
[Switch] acl number 2000
[Switch—-acl-basic-2000] rule permit source 192.168.1.0 0.0.0.127
time-range trname
[Switch-acl-basic-2000] quit
# 7€ X Fclassifier_market, VLHIFEZA ACL 2000,

[Switch] traffic classifier classifier market
[Switch-classifier-classifier market] if-match acl 2000
[Switch-classifier-classifier market] quit

# 3 XfiAT N behavior_market, 1 A5 2 i 1 GigabitEthernet 1/0/3

[Switch] traffic behavior behavior market
[Switch-behavior-behavior market] mirror-to interface GigabitEthernet

1/0/3
[Switch-behavior-behavior market] quit

# E X 3EM& policy_market, 2K classifier_market $8 %€ i 17N behavior_market.
[Switch] gos policy policy market
[Switch-gospolicy-policy market] classifier classifier market behavior
behavior market B B
[Switch-gospolicy-policy market] quit

SE BB AR T SRS
# E XHEAR ACL 2001, XFHFAERT TN I Host HEAT 4025

[Switch] acl number 2001
[Switch-acl-basic-2001] rule permit source 192.168.2.0 0.0.0.127
time-range trname
[Switch-acl-basic-2001] quit
# 5 MK classifier_rd, JLHEZ3EAS ACL 2001,

[Switch] traffic classifier classifier rd
[Switch-classifier-classifier rd] if-match acl 2001
[Switch-classifier-classifier rd] quit

# o€ URAT N behavior_rd, ZM{E N 5E [ &3 [ GigabitEthernet 1/0/3

[Switch] traffic behavior behavior rd
[Switch-behavior-behavior rd] redirect interface GigabitEthernet 1/0/3
[Switch-behavior-behavior rd] quit

# 5 XM policy_rd, A2k classifier_rd 1& & 117 N behavior_rd.

[Switch] gos policy policy rd

[Switch-gospolicy-policy rd] classifier classifier rd behavior
behavior rd B
[Switch-gospolicy-policy rd] quit

IR S

# J4 K S policy_market M. 2% I GigabitEthernet 1/0/15,

[Switch] interface GigabitEthernet 1/0/1
[Switch-GigabitEthernetl/0/1] gos apply policy policy market inbound
[Switch-GigabitEthernetl/0/1] quit

# PR policy rd N 2w [ GigabitEthernet 1/0/25,
[Switch] interface GigabitEthernet 1/0/2
[Switch-GigabitEthernetl/0/2] gos a policy policy rd inbound



5.4.4 5EEPLE

#

traffic classifier classifier market operator and
if-match acl 2000

traffic classifier classifier rd operator and

if-match acl 2001
i

traffic behavior behavior market
mirror-to interface GigabitEthernetl/0/3

Crabd i Fe DENEYEOF rRE83E1QF PRt hernet1/0/3

i
gos policy policy market
classifier classifier market behavior behavior market

gos_policy policy rd
classifier clasSifier rd behavior behavior rd

#

time-range trname 08:00 to 18:00 working-day

#
gl number 2000
rule 0 permit source 192.168.1.0 0.0.0.127 time-range trname
gl number 2001
rule 0 permit source 192.168.2.0 0.0.0.127 time-range trname
#
interface GigabitEthernetl/0/1
gos apply policy policy market inbound
#
interface GigabitEthernetl/0/2

gos apply policy policy rd inbound
#

5.4.5 fid B iF = FHI

B R

£ S5500-EI 51| LUK A2 #e AL 3 H 56 i& i, inbound 71 outbound 77 [ 1)
Y HEEE LB 2 W inbound AT outbound J7 7] ) S 4R 17 L o

£ S7500E 41| LUK A2 el b v S &S, inbound #1 outbound 77 7] 11 52
FriE L% 2 I inbound #1 outbound 77 [a] FA S #7185 10 o

7t S5500-EI/S7500E # %1 LK M AZ#AL_EECE mirror-to zh{E )M H T H 77 7]
(outbound I, NEEE HABSHERINECE, 75 N S0 ASRE RIh N £E

S3610&S5510 R4 LUK AL el b, I A5 10 B 1 AR N R A 4k i
i 11

7t S3610&S5510 R 41| LA WX A He AL - [ B e B A M 1 BEAZ AR AR B, AR
Hh s VBRAZ) H 8o AR H 83w 0 2508 [R]— 4

S3610&S5510 R LL K M A2 e AL R X e & — N B B w1,
S5500-S1/S5500-E1/S7500E 51| UK W A2 AL S H L B 2 M A% H 1)
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5.5 H5EHE B B

5.5.1 HIK

Vlan-int 200 Vlan-int 200

200 4.4 4/24 200 4 4 2/24

E1/0/2 GE1/0/

Switch A GE1/0/3 GE1/0/3 Switch B
Vlan-int 201 Vlan-int 201
201.1.1.1/24 201.1.1.2/24

FE T E A T B
5.5.2 W FHEK

S PR BT IR A0
Al Switch AJE IS W 2645 4 5 Switch Bi%#z, A Switch A fl1 Switch B %
H 2 HAm 15 4%
Switch A I #7311 GigabitEthernet 1/0/2%1 Switch B_I- K 1 GigabitEthernet
1/0/2 J& T VLAN 200;
Switch A I /73 I GigabitEthernet 1/0/3 %1 Switch B_I= K 1 GigabitEthernet
1/0/3 J& T VLAN 201;
Switch A |- VLAN 200 k&2 11 IP #ikik 5 200.1.1.1, VLAN 201 JEH: 117 IP
ikt v 201.1.1.1; Switch B I~ VLAN 200 FE$2 1#) IP #uht > 200.1.1.2,
VLAN 201 8 (1) IP Hutik 24 201.1.1.2,
MEEEE MR T —Bk, SRS HIhRE, W2 kK.
¥ Switch A 5 1 GigabitEthernet 1/0/1 #UBIIE 1P kit A 2.1.1.1 IR
B %200.1.1.2;
¥ Switch A i 1 GigabitEthernet 1/0/1 # EHIE 1P Hihk A 2.1.1.2 R
k%2 201.1.1.2;
%t Switch A 1 GigabitEthernet 1/0/1#220 3 e r, #2 M H% h
KB AT K

5.5.3 At E il FE A RE

Pt B Switch A
# 5 NI ACL 2000, XU 1P Huhl A 2.1.1.1 [RIFRSCHE T 4024,

<Switch> system-view
[Switch] acl number 2000
[Switch-acl-basic-2000] rule permit source 2.1.1.1 0
[Switch-acl-basic-2000] quit
# 5 XFEA ACL2001, XFVE IP HihE A 2.1.1.2 IR SCHET 7025
[Switch] acl number 2001

[Switch-acl-basic-2001] rule permit source 2.1.1.2 0
[Switch-acl-basic-2001] quit



# & X 2K classifier_1, JLHEZFEAS ACL 2000,

[Switch] traffic classifier classifier 1
[Switch-classifier-classifier 1] if-match acl 2000
[Switch-classifier-classifier 1] quit

# 7€ XRAT N behavior 1, F{ENE E A% 200.1.1.2.
[Switch] traffic behavior behavior 1

[Switch-behavior-behavior 1] redirect next-hop 200.1.1.2
[Switch-behavior-behavior 1] quit

# 5 M2 classifier_2, VLHCHEEZ ACL 2001.

[Switch] traffic classifier classifier 2
[Switch-classifier-classifier 2] if-match acl 2001
[Switch-classifier-classifier 2] quit

# 5 XAAT N behavior 2, FhVENEE A A 201.1.1.2.
[Switch] traffic behavior behavior 2

[Switch-behavior-behavior 2] redirect next-hop 201.1.1.2
[Switch-behavior-behavior 2] quit

# € UM policy, K classifier_1 8 EMAT A behavior_1, N classifier_2 5 € MAT A
behavior_2.

[Switch] gos policy policy

[Switch-gospolicy-policy] classifier classifier 1 behavior behavior 1

[Switch-gospolicy-policy] classifier classifier 2 behavior behavior 2
[Switch-gospolicy-policy] quit

# W4 TR policy N H 2% I GigabitEthernet 1/0/T N 7 7] I,
[Switch] interface GigabitEthernet 1/0/1
[Switch-GigabitEthernetl/0/1] gos apply policy policy inbound

5.5.4 THLE

#

traffic classifier classifier 1 operator and
if-match acl 2000

traffic classifier classifier 2 operator and

y if-match acl 2001

traffic behavior behavior 1

redirect next-hop 200.1.1.2
tradficebehayiprnbshayior 2. 2

#

gos policy policy

classifier classifier 1 behavior behavior 1

classifier classifier:Z behavior behavior:Z

#
acl number 2000
rule 0 permit source 2.1.1.1 0

acl number 2001
rule 0 permit source 2.1.1.2 0

#

interface GigabitEthernetl/0/1
gos apply policy policy inbound
#

5.5.5 it BT I

TR RN
7t S5500-E1 £41 LLK A2 el b H 5 Bg I, inbound A1 outbound 5 1] ]
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6. ZHEHIRCISEREIERITHER

6.1 2ZHplum HEEE SR A 4

AEHHL LK W g 1 35 =Mk 28 7. Access. Trunk #1 Hybrid,

1. Access K& L HEEE T 14 VLAN, — R TR ENLE) o 1

2. Trunk KR AT LUB T 24 VLAN, A RLERCR R I%£2 4 VLAN 13k 3,
— T A H L R 1 g 1

3. Hybrid 28R DAl LUE T 24 VLAN, o] IR AR %2 1 VLAN I3RS,
b LA T bl (a3 Hz, tnl CLAH T &S P v EL

Hordr, Hybrid m FAT Trunk i A [R] 2 b 72 T PR A % 28 Y 1) g 1 #5mT DA 7
VP24 VLAN [RHROCRIERATIRZS ;. ARIZAE T Hybrid o DA BLRRYF2 A
VLAN fI4ROCRIER AFTHRZS, 1 Trunk 3 1R SREFERE VLAN 3R SCRIE AR
FThR%

=R A A AHARAE — & DURMIAZ L, B Trunk 3w A0 Hybrid S H
ZIAANREEAEI, HAEH® N Access i, P E AHMEA NGO, FU0:
Trunk i AR ELECAR R E N Hybrid 3w, REEsE N Access i, FHi%E N
Hybrid % 1 .

6.2 %M b A AT 2= 5 I

fic & Trunk % D88 Hybrid 3 15, 8 Trunk ¥k H 2% Hybrid ¥m H &% 24> VLAN
SRS R, K DA R OB VLAN ID(3% O PVID) B
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BEZHHL EAEH  isolate-user-vlan >K#HAT = Zim DMK, 25 N E K5 H
e R 2= H B AR pl, Hybrid 287,

Hybrid i N H EEA RIS, FEZE 02 — LR IR 755K . SR FR SR 2 N1E
Tk N R VTR RN R 2 5L b, FIA Hybrid Sim SO SR ST AR FR B,
ke sE st Rl — B PC ML 8] — 2 Al ) .

6.3 &M i L AE R UCRN A #ix ST 1) A 2

1. S B R OC I A2

s 1AW R A SR RoCmigh ey VLAN | 4l 32 It 45 1) A 5 4l

Prid VLAN #5ic
Access i [ FIEIRC N CFT . VLAN FF i
AR () PVID
Trunk ¥ - ) W A o 2 A5 o VA | A B

1% VLAN Fric 45308
Lo WER ST VF AR S5 AT
JZA VLAN pric#HiT%:
Ko BIMEFiZRIL

Hybrid 1 I A I

2. Uif I R IEFR ST H AL -

Access i [ FIFWISCIER ) VLAN Fric, 78K

Trunk ¥ B S HIWAR ST HETT I VLAN  bRic 2 75 A0 1 i

PVID %5, WIS, MBSO VLAN
FRig, METEER: BRSO EAI VLAN Fiid
HEAT R R

Hybrid % 1 A A MR SO HE AR Y VLAN  FRic 78 A i 1 38 E 4
EREALEE . R untagged 7Rk, NIALFE Ty
. [F] Access ¥ I

IR A& tagged ek, MALFETT AR Trunk B




6.4 A AL Trunk i &

6.4.1 AMFTK:

1. SwitchA 5 SwitchB A trunk Hi%, #AH[A VLAN ) PC 2 [a]R] LLH. V5, AN
VLAN 1 PC 2 [8]Z 1k H

2. PC1 5 PC2 ZH#EAR VLAN, #id&E bJE =228l SwitchB [ VLAN
B0 10 1 1P kb 10.1.1.254/24 , VLAN #2110 20 {17 IP il ly 20.1.1.254/24
FJLASZIL VLAN (8] H.5 .

4.2 HMKE:

1. VLAN W H7j, VLAN [8]457;

2. B =23 LI VLAN (6] B

PC1

-

V10 V20
10.1.1.1724 20.1.1.2/24




6.4.3 Ml & 0.
SCH VLAN AHi; VLAN B EE

SwitchA 1HXERE :

1. @& G#EAD VLAN10, ¥ EO/1 inAF| VLANTO
[SwitchA]vlan 10

[SwitchA-vlan10]port Ethernet 0/1 2. @i (BEA)
VLAN20, ¥ EO/2 it A% VLAN20

[SwitchA]vlan 20

[SwitchA-vlan20]port Ethernet 0/2
3. Buml G141 BECEN Trunk 3w, FF9F VLAN10 A1 VLAN20 @it

[SwitchAlinterface GigabitEthernet 1/1
[SwitchA-GigabitEthernet1/1]port link-type trunk
[SwitchA-GigabitEthernet1/1]port trunk permit vian 10 20

SwitchB HXERE :
1. Qg GH#EA) VLAN10, ¥ E0/10 inAZ] VLAN10

[SwitchB]vlan 10
[SwitchB-vlan10]port Ethernet 0/10 2. & A
VLAN20 , ¥ E0/20 jin %] VLAN20

[SwitchB]vlan 20

[SwitchB-vlan20]port Ethernet 0/20
3. Bimld G1/1 ECE N Trunk 3w, FF¥F VLAN10 F1 VLAN20 iEid

[SwitchBlinterface GigabitEthernet 1/1
[SwitchB-GigabitEthernet1/1]port link-type trunk

[SwitchB-GigabitEthernet1/1]port trunk permit vian 10 20
B EZGNEH VLAN BEHRE

SwitchA 1HXERE :

1. @& G#EAD VLAN10, ¥ EO/1 inAF| VLANTO
[SwitchA]vlan 10

[SwitchA-vlan10]port Ethernet 0/1 2. @& (BEA)
VLAN20, ¥ EO0/2 i \%] VLAN20 [SwitchA]vlan 20
[SwitchA-vlan20]port Ethernet 0/2



3. ¥uiH G1/1 BLE A Trunk im0, FELiF VLAN10 Al VLAN20 @it

[SwitchAlinterface GigabitEthernet 1/1
[SwitchA-GigabitEthernet1/1]port link-type trunk
[SwitchA-GigabitEthernet1/1]port trunk permit vian 10 20

SwitchB FAXEE:
1. 6% VLAN10

[SwitchB]vlan 10
2. WHE VLAN10 [k Dbt

[SwitchBlinterface vlan 10

[SwitchB-int-vlan10]ip address 10.1.1.254 255.255.255.0
3. f# VLAN20

[SwitchB]vlan 20
4. BEE VLAN20 [R5 M Huhk

[SwitchB]interface vlan 20

[SwitchB-int-vlan20]ip address 20.1.1.254 255.255.255.0
5. ¥uiHd G1/1 BLE A Trunk 510, F8EF VLAN10 A VLAN20 @il

[SwitchAlinterface GigabitEthernet 1/1
[SwitchA-GigabitEthernet1/1]port link-type trunk
[SwitchA-GigabitEthernet1/1]port trunk permit vian 10 20

6.5 AL Hybrid s 1t &

6.5.1 ZH M FE R

FoR—

1. PC1.PC2 Fl PC3 43 Hi&EHER| — 22 HeHl SwitchA #9¥s 1 EO/1 E0/2 #1 E0/3,

v 43 J& T+ VLANIO . 20 130, AR&#si&Ee3nG1d G2/1, J&F VLANI10O .

2. PC1 [y IP Hulikoy 10.1.1.1/24 , PC2 [ IP HulikJy 10. 1. 1. 2/24 , PC3 (] IP Hh



HEM 10.1.1.3/24 , RS esH) 1P HihboNy 10. 1. 1. 254/24

3. PC1 f1 PC2 2z [a]m] DA H 15

4. PC1 1 PC3 ZIa] /] LA H 15
5. PCl. PC2 A1 PC3 #EHT LA 9] IR 5% 7% ;

6. A PCIEVF M H4EIE. TR

1. PC1.PC2 A1 PC3 /3 WliERes| — EAZ#A SwitchA A% H E0/1 E0/2 F1 E0/3,
¥ 49 J& T VLAN1O . 20 A1 30; PC4 Fll PC5 43 HIiERE S| — EAC#Hl SwitchB 3
[1E0/1 F1E0/2, Ui 14>J& T VLAN1O #1120,
2. SwitchA BIF¥E T G2/1, #EHEF| SwitchB [¥H I G1/1; SwitchA B G2/1
A1 SwitchB BIu T G1/1 ¥JAS & Trunk ¥,
3. PC1 {9 IP #hi- 4 10. 1. 1.1/24 , PC2 [ 1P #thhi>A 10. 1. 1.2/24 , PC3 ) 1P Hh

HEo4 100 1.1.3/24 ,PC4 (1) TP Huhl: 4 10. 1. 1. 4/24 ,PC5 1) TP #uhl: 4 10. 1. 1. 5/24 5

4. PC1 M PC3 Z[a]w] L H. U7 ;
5. PC2 1 PC3 Z [8] "] LA H. 7
6. PC1 Fl1PC4 Z[a]w] LA H.Vj;
7. PC2 F1PC5 Z [a]w] L H.Vj;

8. .4 PCzla)¥y2% F H AV Al .

6. 5. 22H W [ :

Ak —



V100

V10
10.1.1.1/24 SwitchA 10.9.9.294/24
D G2/1
PC1
Server
PC
w.
V20 V30
10.1.1.2/24  10.1.1.3/24
e -
V10
10.1.1.1/24 SwitchB
m 511
" E0/1 E0/2
PC1
PC PC4 b PC5
p .
V20 W30 V10 V20
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6.5. 2 it & D I%:
TR —hd B T
SwitchA FHICHC &

1. Gz GEA) VLANIO, ¥ E0/1 A% VLAN1O



[SwitchA]vlan 10
[SwitchA-vlanlO]port Ethernet 0/1 2. flgE (i3
A) VLAN20, ¥ E0/2 in %] VLAN20

[SwitchA]vlan 20

[SwitchA-vlan20]port Ethernet 0/2 3. @I (G
) VLAN30, ¥4 E0/3 fimA %] VLAN30

[SwitchA]vlan 30

[SwitchA-vlan30]port Ethernet 0/3 4. B (FEA)

VLAN100, ¥ G2/1 HnAF| VLAN100 [SwitchAlvlan 100

[SwitchA-v1anl00]port GigabitEthernet 2/1

5. BCE¥w H EO/1 JyHybrid JmH, eI VLAN20 . 30 A1 100 A LR AR L
[SwitchAlinterface Ethernet 0/1

[SwitchA-Ethernet0/1]port link—type hybrid

[SwitchA-Ethernet0/1]port hybrid vlan 20 30 100 untagged 6. W B
M E0/2 JyHybrid 3 M, BEWS#EEYL VLANIO A1 100 i R I3 SC
[SwitchA]interface Ethernet 0/2

[SwitchA-Ethernet0/2]port link—type hybrid

[SwitchA-Ethernet0/2]port hybrid vlan 10 100 untagged 7. BAC & i

1 E0/3 A Hybrid ¥ H, BEMZ#LIC VLANLO A1 100 ALK AR 3L

[SwitchA]interface Ethernet 0/3

[SwitchA-Ethernet0/3]port 1link—type hybrid



[SwitchA-Ethernet0/3]port hybrid vlan 10 100 untagged

8. MCEHTH G2/1 JyHybrid ¥, BEMEEI VLANIO . 20 I 30 il >k ik 3¢
[SwitchAlinterface GigabitEthernet 2/1

[SwitchA-GigabitEthernet2/1]port 1link—-type hybrid
[SwitchA-GigabitEthernet2/1]port hybrid vlan 10 20 30 untagged

9. fhFE UL

XtF Hybrid i H2Ri, ATLARIR R T2~ VLAN. X8 VLAN 73jj5&i% Hybrid ¥
) PVID, PAARFTECER “untagged” K “tagged” Jislf)  VLAN. —g3iE
EX N FE) VLAN BoE, ORUEIRSCAENSm L HEAT IR % B OR AR . I FAE

JRMgg R, R R R B FEALREAT U 1R BBR R 4 A

SwitchA FHIGHC & -

1. ) (GEA) VLANIO, ¥4 E0/1 inA#| VLANIO
[SwitchA]vlan 10

[SwitchA-vlanl0]port Ethernet 0/1 2. Iz (i
A VLAN20, ¥ E0/2 fnAZE] VLAN20

[SwitchA]vlan 20

[SwitchA-v1an20]port Ethernet 0/2 3. flgEE (i
A) VLAN30, ¥ E0/3 i %] VLAN30
[SwitchA]vlan 30

[SwitchA-v1an30]port Ethernet 0/3

4. EEEIG EO/1 N Hybrid %%, fefgiEl VLAN3O &tk



[SwitchA]interface Ethernet 0/1

[SwitchA-EthernetO/1]port link—type hybrid
[SwitchA-Ethernet0/1]port hybrid vlan 30 untagged

5. BoE¥m I E0/2 JyHybrid ¥mH, Befg#HY VLAN3O A I KM
[SwitchA]interface Ethernet 0/2

[SwitchA-Ethernet0/2]port link—type hybrid

[SwitchA-Ethernet0/2]port hybrid vlan 30 untagged

6. MCE¥m E0/3 JyHybrid ¥m, BEWUL VLAN1O A1 20 A id KR
[SwitchA]interface Ethernet 0/3

[SwitchA-Ethernet0/3]port link—type hybrid

[SwitchA-Ethernet0/3]port hybrid vlan 10 20 untagged

7. BCE¥H G2/1 NHybrid ¥, BEWEMOFER VLANIO AT 20 A ILRAIIR L
[SwitchA]interface GigabitEthernet 2/1
[SwitchA-GigabitEthernet2/1]port 1link—type hybrid
[SwitchA-GigabitEthernet2/1]port hybrid vlan 10 20 tagged

SwitchB fHRHEC & -

1. fg GEA) VLANIO, ¥ E0/1 fn A VLANLO

[SwitchA]vlan 10

[SwitchA-vlanl0]port Ethernet 0/1 2. % (G
) VLAN20, # E0/2 %] VLAN20

[SwitchA]vlan 20

[SwitchA-vlan20]port Ethernet 0/2



3. MLEum G1/1 N Hybrid ¥mll, BefB4ZUIFESL VLANIO FH 20 K RE#H L
[SwitchAlinterface GigabitEthernet 1/1
[SwitchA-GigabitEthernet2/1]port link—type hybrid

[SwitchA-GigabitEthernet2/1]port hybrid vlan 10 20 tagged

7. BERGHERERS

7.1 BEEEAEMANEERST

HEHS IR 5 /2R 2 M EE LUK W i RS2 R M R I SR S B 2R 5 R S5 10 |

JESEARIER — R E AN 2 KBRSy — R SR . BRI G Al DASEIL AN A 7E 3R
EA PSR I D 2B o H, DA e RIS, R SR A AR A R S 2 TRl R Eh 2
A, e T IER S,

7.1.1 AR K]

I

Link aggregation ’ [:

E

HEM R A EE B

-

Switch B

7.1.2 N FHER

£ Switch A H 3 i 1 -G 82 N4 Switch B, AT SEE H /AT far 76 25 1%
[ARTANE i
Switch A f) 2 X\ i 1 24 GigabitEthernet1/0/1~ GigabitEthernet1/0/3.

7.1.3 B B LA A ke

Vi HA :
DL R A H X Switch ARECE, % Switch B EE/EMHF AL E, A fescilst ik B4,




MeEREH, Kdlim DR aEnE CrimM S UEE L RHF LIRS

77 =
# BIEFITREEH,

<SwitchA> system-view
[SwitchA] link-aggregation group 1 mode manual

# F LUK Y I GigabitEthernet10/1 2 GigabitEthernet10/3 JIAE &4 1.

[SwitchA] interface GigabitEthernet 1/0/1
[SwitchA-GigabitEthernetl/0/1] port link-aggregation group 1
[SwitchA-GigabitEthernetl/0/1] interface GigabitEthernet 1/0/2
[SwitchA-GigabitEthernetl/0/2] port link-aggregation group 1
[SwitchA-GigabitEthernetl/0/2] interface GigabitEthernet 1/0/3
[SwitchA-GigabitEthernetl/0/3] port link-aggregation group 1

KA LACP R4 5
# BEERRAS LACP B4A4 1,

<SwitchA> system-view
[SwitchA] link-aggregation group 1 mode static

# B LUK 1 GigabitEthernet0/1 £ GigabitEthernet10/3 IR &4 1.

[SwitchA] interface GigabitEthernet 1/0/1
[SwitchA-GigabitEthernetl/0/1] port link-aggregation group 1
SwitchA-GigabitEthernetl/0/1] interface GigabitEthernet 1/0/2
SwitchA-GigabitEthernetl/0/2] port link-aggregation group 1
SwitchA-GigabitEthernetl/0/2] interface GigabitEthernet 1/0/3
SwitchA-GigabitEthernetl1/0/3] port link-aggregation group 1

714 THLHE

—/ — o/ o

]
]
]
]

KHFLEEGITT:
#

link-aggregation group 1 mode manual
#

interface GigabitEthernetl/0/1

port link-aggregation group 1

#

interface GigabitEthernetl/0/2

port link-aggregation group 1

#

interface GigabitEthernetl1l/0/3

port link-aggregation group 1

#
K # A LACP & 775
#

link-aggregation group 1 mode static
interface GigabitEthernetl/0/1
port link-aggregation group 1
#
interface GigabitEthernetl/0/2
port link-aggregation group 1
#
interface GigabitEthernetl/0/3
port link-aggregation group 1
#

7.1.5 Wt By =i
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BCE 7 RRPP s . HCE T ## 4 MAC Huhka Bl MAC Hubik i3 . {3
At Voice VLAN i 1 DA A € 802.1x A3 HANRE NN B A 4H

7.2 FEpg R A MR E TR

7.21 AWK

(|

Link aggregation —(]

HER R A EE B

Mo S

mooow 4 S

Device B

7.2.2 N HENR

%% Device A F 3 M R & N £ Device B, M S H /N G fi 22 2%
b3 E H
Device A [#)32 N i 14 Ethernet2/0/1 ~ Ethernet2/0/3.

7.2.3 FoE IR AR

i .
LLR R34 5T Device ARBLE, *f Device BT EAEMFINACE, 4 RecilbiigE S .

KHHSREEHEA
# 0@ " EREH1,

<DeviceA> system-view
[DeviceA] interface bridge-aggregation 1
[DeviceA-Bridge-Aggregationl] quit

# B LUK M 1 Ethernet20/1 & Ethernet203 IIAE S 4H 1.
[DeviceA] interface ethernet 2/0/1
[DeviceA-Ethernet2/0/1] port link-aggregation group 1
[DeviceA-Ethernet2/0/1] interface ethernet 2/0/2
[DeviceA-Ethernet2/0/2] port link-aggregation group 1
[DeviceA-Ethernet2/0/2] interface ethernet 2/0/3

[DeviceA-Ethernet2/0/3] port link-aggregation group 1
KBS REHN
# O ZEREm 1, HEERSRAEEN.

<DeviceA> system-view
[DeviceA] interface bridge-aggregation 1



[DeviceA-Bridge-Aggregationl] link-aggregation mode dynamic
[DeviceA-Bridge-Aggregationl] quit

# B LUK M 1 Ethernet20/1 & Ethernet203 IIAE S 4H 1.
[DeviceA] interface ethernet 2/0/1
[DeviceA-Ethernet2/0/1] port link-aggregation group 1
[DeviceA-Ethernet2/0/1] interface ethernet 2/0/2
[DeviceA-Ethernet2/0/2] port link-aggregation group 1
[DeviceA-Ethernet2/0/2] interface ethernet 2/0/3

[DeviceA-Ethernet2/0/3] port link-aggregation group 1

7.2.4 ML B F=EFEI

Bridge-Aggregation #LE NACE N 5 A H H w0 R R E —

8, INOIRGHERERS

8.1 Ahim M (R S AL B 47 =

A b iy 1 ARAR R TR B A& 1O — AN A i 1 G D i S0 531 B AR B4 1 — A M A o 1
CH B D, H RS A . e, il A H e A AT [ — & e b

8.1.1 AMK
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B -1 0B A Hb s 4545 20 R 1



8.1.2 M ZIR

FEAF) N EBE I AL AL (LA S5500-E1 251 AR PIAZ AL 945, 4niic B AN 1Pva ACLAL M &+
Switch O SEILEHT ]2 A EE, MWAMIERMIR T Ak I i
1 GigabitEthernet 1/0/1 % X\ Switch C;
17 3 a8 i 1 GigabitEthernet 1/0/24: \ Switch C; s W il 15 45 &
BE1E Switch C i GigabitEthernet 1/0/33% I |

R 265 348 O A BE A o B0 M 0 5 8 0 Bt 38 R T 3 A R Sk AT e e FH A
Hh s I BEAR DI RESEIIZ 5K, 7E Switch C_ AT 40 T B & -
i 1 GigabitEthernet 1/0/1 #1 GigabitEthernet 1/0/2 45 A% )5 o 11 ;
EE BB WA 15 4% 1F) i 11 GigabitEthernet 1/0/3 %1% H )i H .

8.1.3 Mt & i A fFRE

# QAR .

<SwitchC> system-view
[SwitchC] mirroring-group 1 local
# S B A5 2H R B Y5 AN S T
[SwitchC] mirroring-group 1 mirroring-port GigabitEthernet 1/0/1
GigabitEthernet 1/0/2 both
[SwitchC] mlrrorlng group 1 monitor-port GigabitEthernet 1/0/3

# R EGRANRIERS S .

[SwitchC] display mirroring-group all
mirroring-group 1:
type: local
status: active
mirroring port:
GigabitEthernetl/0/1 both
GigabitEthernetl1l/0/2 both
monitor port: GigabitEthernetl/0/3

8.1.4 EHENE

#
mirroring-group 1 local

#
hterface GigabitEthernetl/0/1
mirroring-group 1 mirroring-port both

#
interface GigabitEthernetl/0/2
mirroring-group 1 mirroring-port both

#
interface GigabitEthernetl/0/3
mirroring-group 1 monitor-port

#
8.1.5 Wl &y =g

i EVE R
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8.2.1 HAMK

Switch A Switch B Switch C
S 55 g 1
Eth1/0/4 -~ NTaVEe)
Eth1/0/1 Eth1/0/2
Eth1/0/1 Eth1/0/2 Eth1/0/2

89 ’

11 T2 B I
K 1-3 BeE e 51g OF—) dAMKE

8.2.2 M HHE R

HAEI WA A AL (Pl S3610  RACLKMIAZ ML G, anfc B m 18515 (50—
ZH W B A Switch A. Switch B Al Switch © SEILE-ERT 1 2 B ) B, WA ERIR T -
50771 3@t % 1 Ethernet 1/0/1 B2\ Switch A;

#B17] 2 3@t i 0 Ethernet 1/0/2 2\ Switch A;
Switch A i I Ethernet 1/0/3 A1 Switch B ¥ 1 Ethernet 1/0/1 A& ;
Switch B )i 1 Ethernet 1/0/2 #1 Switch C [ I Ethernet 1/0/1 A&
A W% £ 1% F24E Switch C 1) Ethernet 1/0/2 5 1 F.
X 265 348 O A BE A o B N 5 8 0 1 L T ) 2 AR AR O AT IR . A AR T R
BINRE LI R, AT AL E
Switch A 78 4% &, Switch B7e X [E] 4%, Switch C 7224 H B &
76 Switch A FREEE A4, & X VLAN 2 Mimfisif% VLAN, 30
Ethernet 1/0/1 1 Ethernet 1/0/2 A5i{5& 5% 1, ¥m [ Ethernet 1/0/4 9%
B v 11
At & Switch A HJii 0 Ethernet 1/0/3. Switch B Wi Ethernet 1/0/1
Ethernet 1/0/2. Switch C i 1 Ethernet 1/0/1 )% 288K Trunk ¥
0, 3 HASAEF VLAN 2 B4R SCE
£ Switch C _EHCE e H EE A, & X VLAN 2 N 254 VLAN, 3%
3 W0 % 4% (49 3% 1 Ethernet 1/0/2 885 4% B i3 11 .

8.2.3 Mo B i FE A RE

(2) K& Switch A GHEA)
# SR AR AR 2

<SwitchA> system-view
[SwitchA] mirroring-group 1 remote-source

# B2 VLAN 2.

[SwitchA] vlan 2
[SwitchA-vlan2] quit

# NIEAEYR B S A C B FE B AS VLAN S YR B A S 5 o



[SwitchA] mirroring-group 1 remote-probe vlan 2
[SwitchA] mirroring-group 1 mirroring-port Ethernet 1/0/1 Ethernet 1/0/2
inbound
[SwitchA] mirroring-group 1 reflector-port Ethernet 1/0/4
# M B ¥m 1 Ethernet 1/0/31) 3 287U~ Trunk ¥ 1,  FC1F VLAN 2 IR SCiE
[SwitchA] interface Ethernet 1/0/3

[SwitchA-Ethernetl/0/3] port link-type trunk
[SwitchA-Ethernetl1/0/3] port trunk permit vlan 2

(38) M E Switch B (F[a]#4%)
# Tic & ¥ 1 Ethernet 1/0/28) % H 25888 Trunk ¥ 1, 0VF VLAN 2 B SCidE .

<SwitchB> system-view

[SwitchB] interface Ethernet 1/0/1
[SwitchB-Ethernetl1/0/1] port link-type trunk
[SwitchB-Ethernetl1l/0/1] port trunk permit vlan 2
[SwitchB-Ethernetl/0/1] quit

# Mo & ¥ [ Ethernet 1/0/277 % 28748 Trunk 3 1, S01F VLAN 2 R SCIE T
[SwitchB] interface Ethernet 1/0/2

[SwitchB-Ethernetl/0/2] port link-type trunk
[SwitchB-Ethernetl1l/0/2] port trunk permit vlan 2

(4) HE Switch C (H KB
# Tic & ¥ I Ethernet 1/0/28) % H 2288 Trunk ¥ 1, S0 VF VLAN 2 B SCidE .

<SwitchC> system-view

[SwitchC] interface Ethernet 1/0/1
[SwitchC-Ethernetl/0/1] port link-type trunk
[SwitchC-Ethernetl/0/1] port trunk permit vlan 2
[SwitchC-Ethernetl/0/1] quit

# A H B 4.
[SwitchC] mirroring-group 1 remote-destination

# 1% VLAN 2.

[SwitchC] wvlan 2
[SwitchC-vlan2] quit

# NI AR H B8R H iE EDT AR SR VLAN A H B
[SwitchC] mirroring-group 1 remote-probe vlan 2
[SwitchC] mirroring-group 1 monitor-port Ethernet 1/0/2
[SwitchC] interface Ethernet 1/0/2
[SwitchC-Ethernetl/0/2] port access vlan 2

8.2.4 THILH

Switch A [ ) 5C 40 i .
&

mirroring-group 1 remote-source
mirroring-group 1 remote-probe vlan 2

#

Yan 2

#

hterface Ethernetl/0/1
mirroring-group 1 mirroring-port inbound

#

interface Ethernetl/0/2

mirroring-group 1 mirroring-port inbound
#
interface Ethernetl1/0/3

port link-type trunk
port trunk permit vlan 1 to 2

#
interface Ethernetl1/0/4
mirroring-group 1 reflector-port

#
Switch B I [ e 8 L & «
#
interface Ethernetl/0/1
port link-type trunk
port trunk permit vlan 1 to 2



#
interface Ethernetl/0/2

port link-type trunk
port trunk permit vlan 1 to 2

#
Switch C_F 5 2D & -
i

mirroring-group 1 remote-destination
mirroring-group 1 remote-probe vlan 2

#
Yan 2
#
nterface Ethernetl/0/1
port link-type trunk
port trunk permit vlan 1 to 2

#
interface Ethernetl/0/2

port access vlan 2 .
mirroring-group 1 monitor-port

#
8.2.5 At B ¥ = HI
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8.3.1 HMK]

Switch A Switch B Switch C
@ GE1/0/3 @ GE1/0/1 @
GE1/0/1 GE1/0/2
GE1/0/2
GE1/0/1 GE1/0/2

By MR 2%

NN

BT BRI 2
K 1-5 e Eimfeim A Or A=) HAME

8.3.2 N FHE R

FNFEI NGRS EAT LD S5500-El FF1 LUK I A2 AT 451 e B dze Ao 5 A5 7 XD
H N ] A Switch A. Switch B Switch © SEHL&-5 1] 2 [A] ) B, IS PAEER IR 0T -

¥R 1 E i O GigabitEthernet 1/0/1 2\ Switch A;

BRI 2 JEid ¥ 0 GigabitEthernet 1/0/2 2\ Switch A;

Switch A 1¥r 1 GigabitEthernet 1/0/3 1 Switch B )i I GigabitEthernet

1/0/1 MIE;
Switch B ¥ 1 GigabitEthernet 1/0/2 #1 Switch C 11w 0 GigabitEthernet

1/0/1 1% ;

A W ¥ 4% % B2 4E Switch C )3 [ GigabitEthernet 1/0/2 F. M4 &

Ao B 10 T H5CH 1 I Ve A X T T L T 2 AR AR OCHAT IR . AR i L 8RR D)
SEHZ TR, AT N E:

Switch A 72 4% £, Switch B7 X [A] 145, Switch C 7824 H Ik &

76 Switch A LRt E RS54, & X VLAN 2 Jmfesifg VLAN, sl
GigabitEthernet 1/0/1 #1 GigabitEthernet 1/0/2 A& &I H, i
GigabitEthernet 1/0/3 4y Hi %t 1 ;

A & Switch A i I GigabitEthernet 1/0/3. Switch B Hii I GigabitEthernet
1/0/1 1 GigabitEthernet 1/0/2. Switch C [1¥r 1 GigabitEthernet 1/0/1
) 228 Trunk 3 1, FF HAB o 1F VLAN 2 3k SCiE IS

7t Switch C _FECE e H R4, & X VLAN 2 AimfEsifg VLAN, &340
5 W% 4% 1135 1 GigabitEthernet 1/0/2 v 8545 H s 11

|

Al
P
He

8.3.3 Mt E il FE A RE

(5) M E SwitchA (JFE#)
# QIR AR A

<SwitchA> system-view
[SwitchA] mirroring-group 1 remote-source

# 1% VLAN 2.



[SwitchA] vlan 2
[SwitchA-vlan2] quit

# NI AR YR B AR A BC B PR AR AR VAN 5 1R H 3 11
[SwitchA] mirroring-group 1 remote-probe vlan 2
[SwitchA] mirroring-group 1 mirroring-port GigabitEthernet 1/0/1
GigabitEthernet 1/0/2 inbound

[SwitchA] mirroring-group 1 monitor-egress GigabitEthernet 1/0/3
# T 'H i 1 GigabitEthernet 1/0/31) %% 12884~ Trunk ¥ 1, FCEF VLAN 2 B SCE N .
[SwitchA] interface GigabitEthernet 1/0/3

[SwitchA-GigabitEthernetl/0/3] port link-type trunk
[SwitchA-GigabitEthernetl1/0/3] port trunk permit vlan 2

(6) M E Switch B (/a4 4%)
# Iic & % 1 GigabitEthernet 1/0/8 % 28754 Trunk ¥ 1, FU¥F VLAN 2 B SCT

<SwitchB> system-view
[SwitchB] interface GigabitEthernet 1/0/1
[SwitchB-GigabitEthernetl/0/1] port link-type trunk
[SwitchB-GigabitEthernetl/0/1] port trunk permit vlan 2
[SwitchB-GigabitEthernetl1/0/1] quit

# IC & ¥ 1 GigabitEthernet 1/0/21) % 2R 04 Trunk 5w 11, S0 VLAN 2 Ul SCiE I .
[SwitchB] interface GigabitEthernet 1/0/2
[SwitchB-GigabitEthernetl/0/2] port link-type trunk
[SwitchB-GigabitEthernetl/0/2] port trunk permit vlan 2

(7) M E Switch C (H )
# W & o I GigabitEthernet 1/0/F %5 125844 Trunk ¥ 1, O VLAN 2 B SCHE I,

<SwitchC> system-view

[SwitchC] interface GigabitEthernet 1/0/1
[SwitchC-GigabitEthernetl/0/1] port link-type trunk
[SwitchC-GigabitEthernetl/0/1] port trunk permit vlan 2
[SwitchC-GigabitEthernetl/0/1] quit

# AR H MBR A
[SwitchC] mirroring-group 1 remote-destination

# 1% VLAN 2.

[SwitchC] vlan 2
[SwitchC-vl1an2] quit

# IR H B BRI B AR AR VLAN A S 1

[SwitchC] mirroring-group 1 remote-probe vlan 2

[SwitchC] mirroring-group 1 monitor-port GigabitEthernet 1/0/2
[SwitchC] interface GigabitEthernet 1/0/2
[SwitchC-GigabitEthernetl/0/2] port access vlan 2

8.3.4 THICH

Switch A [ ) 5C 40 i .
&

mirroring-group 1 remote-source
mirroring-group 1 remote-probe vlan 2

#

Yan 2

#

nterface GigabitEthernetl/0/1
mirroring-group 1 mirroring-port inbound

#
interface GigabitEthernetl/0/2
mirroring-group 1 mirroring-port inbound

#
interface GigabitEthernetl/0/3
port link-type trunk

port trunk permit vlan 1 to 2
mirroring-group 1 monitor-egress

#
Switch B _F ¥ 5 4 fir & -
#
interface GigabitEthernetl/0/1



port link-type trunk
port trunk permit vlan 1 to 2

#
interface GigabitEthernetl/0/2

port link-type trunk
port trunk permit vlan 1 to 2

it
Switch C_I 1) 52 2 i &
#

mirroring-group 1 remote-destination
mirroring-group 1 remote-probe vlan 2

#
Yan 2

#

hterface GigabitEthernetl/0/1
port link-type trunk

port trunk permit vlan 1 to 2

#
interface GigabitEthernetl/0/2

port access vlan 2
mirroring-group 1 monitor-port

#
8.3.5 M & iE = F I

P E i 5 OF ) MIRE &N T EERE: A& L@ i B R I 55 4 s
MBI, mREESBRANA N D TR — 6 ks, — M EEEE
HH B E — 1
Ho e o H A BE NI B8 ZH 1 8 7 i 1
HHPAEAE O EECE NP DigE:  STP. RSTP. MSTP. 802.1x. IGMP
Snooping. QInQ. 4 ARP 1 MAC Hihk2: ] ThE, 5 AT B 2> s
BRI IE R
fic & R 45 1% VLAN B, R 1% VLAN AERS VLAN FEFSe 6. W & iz
2814 VLAN J5, 1% VLAN AReBE M, Doz fEei VLAN
FIRC B A Be 8 M Bk IX A VLAN . R G AR, w815 VLAN B Y
H, A B AW R
EAEEAE VLAN A AR &, (VH TiEs G hee. —
MRS B VLAN R et — M a FE R s 8 A8 .
e B AR 58 (") MBI FEER: FHP®RS LB E T
T2 H WG A Sl i FE s G Thae . B o DA 2 BUE B 15 4L Rl A
it 1
iH P ANELE H K)o H F{Ege STP. RSTP 8 MSTP, 75 Il /] At 2> 50 4515 1)
e IE % AF .

H B DA A AR A, AR Tom DA .

fid B AR 1R VLAN ), ZERiZ VLAN AERE VLAN FEFUGAIEE .. iid & oz
815 VLAN J5, 1% VLAN AReE M, Dbz fEeii VLAN
FIRC B A BES M B IX A VLAN . an R G ARG, w515 VLAN B Y
Hy IBARBAG AN R

TAEEAS VLAN A A g, A T s G ohae.  —

MR VLAN R et — M B SR A



9. IS HERERS

9.1 it F1 b B ik

9 T SEIARSC2Z IR0 S WS, T AR L5 TSI 1 VLAN, {H 23R 377 BRI VLAN
PR SR TR ESASE, 7T DAL —VLAN P31 2 R . I SR SRR A
SRR 2AL T, 30T B ST 026 A 2 ) 201 = JE R i 1 0 T i 7 32 6
THE S, ERENART R,

9.2 i MR ERT (Fai—)

9.2.1 HMIKE

Host A Host B Host C
it 11 i 25 . 7R 7 2 TR

I B SR /NX B ' Host AL Host B. Host C 43515 Device [ [
GigabitEthernet1/0/1 GigabitEthernet1/0/2 GigabitEthernet1/0/3  #Hi%;

W %18 1d GigabitEthernet1/0/4 b 1 5 408 9 28 4H %

i I GigabitEthernet1/0/1. GigabitEthernet1/0/2 . GigabitEthernet1/0/3 #1
GigabitEthernet1/0/4 J& T-I5)— VLAN; &sZ8/NX A P Host AL Host B
M Host C 1k b2 8] — 52/ = JZ iR SCANGE HLIE,  H v LU AR EEIN 453815



9.2.2 Mt & iR fFRE

# 5 1 GigabitEthernet}0/1. GigabitEthernet}0/2. GigabitEthernet03 I ARG &4 .

<Device> system-view

[Device] interface GigabitEthernetl/0/1

[Device-GigabitEthernetl/0/1] port-isolate enable

[Device-GigabitEthernetl/0/1] quit

[Device] interface GigabitEthernetl/0/2

[Device-GigabitEthernetl/0/2] port-isolate enable

[Device-GigabitEthernetl/0/2] quit

[Device] interface GigabitEthernetl/0/3

[Device-GigabitEthernetl1/0/3] port-isolate enable
# BB EAYEE.

<Device> display port-isolate group

Port-isolate group information:

Uplink port support: NO

Group ID: 1

GigabitEthernetl/0/1 GigabitEthernetl1/0/2
GigabitEthernetl1/0/3

9.2.3 Ml By E = I

HEr, W& RS MEEd, b RGEDCEMREE 1, H AT ZEE e
bR R AL

B B ZHL A T DUBIN s I B0 AT BR o B AL P9 )i AN = AL b =

= RO I B 1 2 P i 1 2 T A
A T

9.3 mmHMRRKENRS (T )

9.3.1 AHME

Host A Host B Host C
it 11 i 25 7R 7 2 TR

/NXFH ' Host A. Host B. Host C 43 %1l55 Device il Ethernet1/0/1. Ethernet1/0/2
Ethernet1/0/3 #H3i%;
45185 Ethernet1/0/4 3 115 4355 W 25 AH 3 5



i 1 Ethernet1/0/1. Ethernet1/0/2. Ethernet1/0/3 #1 Ethernet1/0/4 J& T |5 —
VLAN; &Szl /MX P Host A. Host B i1 Host C #2122 8] — B3R A
B EE, [HA] PRI ARSI 253815 o

9.3.2 fic B id P A ke

# w1 Ethernet10/1. Ethernet10/2. Ethernetl0/3 ARG .

<Device> system-view

[Device] interface ethernet 1/0/1
[Device-Ethernetl/0/1] port-isolate enable
[Device-Ethernetl/0/1] quit

[Device] interface ethernet 1/0/2
[Device-Ethernetl/0/2] port-isolate enable
[Device-Ethernetl/0/2] quit

[Device] interface ethernet 1/0/3
[Device-Ethernetl1/0/3] port-isolate enable

# T &5 v I Ethernet0/4 NG B 2H 1P 4T 00 H o

[Device-Ethernetl1/0/3] quit

[Device] interface ethernet 1/0/4

~_ [Device-Ethernetl/0/4] port-isolate uplink-port
# BB EATER.

<Device> display port-isolate group
Port-isolate group information:

Uplink port support: YES

Group ID: 1

Uplink port: Ethernetl/0/4

Ethernetl1l/0/1 Ethernetl1/0/2 Ethernetl1/0/3

9.3.3 Mt E L H I

HAl, W& AR aEd, WhRGECENREEA 1, A RTHER
bR B A e B e bR e AL

B8 5 2L A RT LUIN i 11 S50 35 PR 1

Xt T JE T ANE VLAN R 1, R AT TR A b 2 A A 3 e s 1 AT 1 F R
CT LA EE, He R ORI 1 R AR A B R .

XF 1 )& TR — VLAN B9 1, B m . Ahim H ) 280 HEp o,
Bz B k7 1R RN SR RE TT 1A«



b8 8 4L Ay _E AT o 1 - - %% 25 ZHL A ) s 1

[7 o 2 2L (1) AT o 1 . 7 o 2 2 1) L5 3 i 1

R L B - | EEA
RN LA D P | RN LT
WS LA 173 | el
BB L M SRl iR

10. LLDP HBEERES

10. 1 LLDP f&j4y

LLDP (Link Layer Discovery Protocol, Fi)= &I 28 Z M, BB AR & 1ME S
HIRL TLV (Type/Length/Value, 258U /K /{8 ) HZE7E LLDPDU (Link Layer Discovery Protocol
Data Unit, i)=& LM SCEE B 0) W R IES BLE AR R, [t 48 AR & B2U 1Y LLDPDU
PIFnHE MIB (Management Information Base, B H(EEE) HIEAIRIEEFK. @I LLDP, %
0] DUORAF AN B DL S B AT 15 25 A5 S Do 2% 785 T 2% 49 28 1A AR 1) B e B 190 3 15 DR



10.2 LLDP $47Jic & 455 7

10.2.1 HAMK

Switch A

MED 1 # Switch B
LLDP it 2 fic & 25451 ]

10.2.2 N FHESR

NMS i LK W 5 Switch AFH%E, Switch A4)i# T GigabitEthernet1/0/1.
GigabitEthernet1/0/2 5 MED ##%. Switch B #Hi%.

7E Switch AF1 Switch B A N #z D EC & LLDP Dhag, {5 NMS 7] L% Switch
ABE R 85 T DLHEAT I B o

10.2.3 Tt & i FE AR AR

fil & Switch A
# HFEANRGME,

<SwitchA> system-view
# 4R fHRE LLDP ThAE .
[SwitchA] 11dp enable N . R .
# 43 HIfE GigabitEthernet}0/1 #11 GigabitEthernet10/2 % ¥ BE LLDP ThEE - & H TAERR
N rXo
[SwitchA] interface GigabitEthernetl/0/1
[SwitchA-GigabitEthernetl/0/1] 1lldp enable
[SwitchA-GigabitEthernetl1l/0/1] 1lldp admin-status rx
[SwitchA-GigabitEthernetl/0/1] quit
[SwitchA] interface GigabitEthernetl/0/2
[SwitchA-GigabitEthernetl/0/2] 1lldp enable

[SwitchA-GigabitEthernetl1l/0/2] 1lldp admin-status rx
[SwitchA-GigabitEthernetl/0/2] quit

il & Switch B
# HEANRGMA.

<SwitchB> system-view
# 45 HE LLDP TRE.
[SwitchB] 1ldp enable
# {F GigabitEthernet}0/1 {#ifit LLDP ThEEHHic B H TR AN tx.

[SwitchB] interface GigabitEthernetl/0/1



[SwitchB-GigabitEthernetl/0/1] 11ldp enable
[SwitchB- GlgabltEthernetl/O/l] 1ldp admin-status tx

3¢ﬂEEﬂE§ mgﬁ
# 7E Switch A_F B n e RAfz O FPREE B

<SwitchA> display 1lldp status
Global status of LLDP : Enable

The current number of neighbors : 2

Neighbor information last changed time : 0 days, 0 hours, 4 minutes, 40
seconds

Transmit interval : 30s

Hold multiplier H

Reinit delay : 2s

Transmit delay : 2s

Trap interval : 5s

Fast start times : 3

Port 0 [GigabitEthernetl/0/1]

Port status of LLDP : Enable
Admin status : Rx Only
Trap flag : No

Roll time : Os
Number of neighbors 1
Number of MED neighbors 1
Number of sent optional TLV : 0
Number of received unknown TLV : 0

Port 1 [GigabitEthernetl/0/2]

Port status of LLDP : Enable
Admin status : Rx Only
Trap flag : No

Roll time : Os
Number of neighbors 1
Number of MED neighbors : 0
Number of sent optional TLV : 0
Number of received unknown TLV : 3

------ @=Xi:b N RN ESY XD
# BRENTEN T, Telent 2L B0 BEF:H IAL TR PR A o AXAE NMS 5 21| LLDP AR
AR HEER, FHHRERI <.

<SwitchA> terminal monitor

# ¥ Switch A 1 Switch B LE‘J%%U?% Switch A 2 Hdk% ™ HEEE, SwitchB 5
PRl (B B R ALK b T S T A 6e & 2.

$Nov 21 11:38:42:86 2007 H3C IFNET/4/LINK UPDOWN: GigabitEthernetl/0/2:
link status is DOWN

$Nov 21 11:40:26:846 2007H3C LLDP/2/AGEOUTREM: Port GigabitEthernetl/0/2
(IfIndex 9437201) :Neighbor aged out, chassis ID: 000f-e272-8351, port ID:
GigabitEthernetl1/0/1.

# 7E Switch A_F B n g ARz O FPREE R

<SwitchA> display lldp status
Global status of LLDP : Enable

The current number of neighbors : 1

Neighbor information last changed time : 0 days, 0 hours, 5 minutes, 20
seconds

Transmit interval : 30s

Hold multiplier H

Reinit delay : 2s

Transmit delay : 2s

Trap interval : 5s

Fast start times : 3

Port 0 [GigabitEthernetl/0/1]

Port status of LLDP : Enable
Admin status : Rx Only
Trap flag : No

Roll time : Os



Number of neighbors : 1

Number of MED neighbors 1
Number of sent optional TLV : 0
Number of received unknown TLV : 5

Port 1 [GigabitEthernetl/0/2]

Port status of LLDP : Enable
Admin status : Rx Only
Trap flag : No

Roll time : Os
Number of neighbors : 0
Number of MED neighbors : 0
Number of sent optional TLV : 0
Number of received unknown TLV : 0

...... CHAth 3 12745 S D

10.2.4 TENE

SwitchA FIACE

#
interface GigabitEthernetl/0/1
11dp admin-status rx

#
interface GigabitEthernetl/0/2

Switch B s
id

interface GigabitEthernetl1/0/1
11dp admin-status tx

10.2.5 MlEF=ZHI

AE A e L EBAER AR HERR, FRIEL A C GEdamS  terminal
monitor ¥ ). HEE B GlEidar4 terminal logging 3T PLAAE B0 GEIL 4
info-center enable TH) A TH4THIRE . A THEHL T, S5500-EI R LUK AZ #etll telent 2%
Uity Bf e R AL T R IRAS , H B AF B A B OB AL T 5 IR A B LAz 451 o AT e 4
KT TBCE, HARFESVEBREIT . HIHIESE = niEEF M “5EH 07 559



11. DHCP HEREIES

11.1 DHCP R8s a5 e 54 e b i R H fg &

11.1.1 AWK

Client

Vlan-int2
@0.1.1.126/25 1 .1.1.1/2_@

Switch A
1.1.2/25 DHCP server

Vlan-int
-

Switch B
DNS server Client

K 1-6 DHCP fi 55 aiff &4 e bk 2H k4 ]

Gateway A

11.1.2 MFHESR

Switch B /EA DHCP % /7 ufii, M DHCP IR 5558 Switch A SRELERASSEE 19 1P Hudik | 3544 IR 5595 .
BESiN RIS

11.1.3 BoE I PR

# T E B 1P bk .

<SwitchA> system-view

[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface2] ip address 10.1.1.1 25
[SwitchA-Vlan-interface2?2] quit

# 1§ 5L DHCP AR%% .
[SwitchA] dhcp enable

# MiC & DHCP Huhibith 0, “RAERZSEEE oI 1P Huhk

[SwitchA] dhcp server ip-pool O

[SwitchA-dhcp-pool-0] static-bind ip-address 10.1.1.5
[SwitchA-dhcp-pool-0] static-bind mac-address 000£-e200-0002
[SwitchA-dhcp-pool-0] dns-list 10.1.1.2
[SwitchA-dhcp-pool-0] gateway-list 10.1.1.126
[SwitchA-dhcp-pool-0] quit

11.1.4 CERLE

#
dhcp server ip-pool O
static-bind ip-address 10.1.1.5 mask 255.0.0.0
static-bind mac-address 000£-e200-0002
gateway-list 10.1.1.126
dns-1ist 10.1.1.2
expired unlimited
#

interface Vlan-interface?



ip address 10.1.1.1 255.255.255.128
#
dhcp enable

#
11.1.5 ML BV F =50

FRASGEEN IP ik ANGE 2 DHCP IRS5a8 104 1 IP Hhdik, 5002 S 3 1P bk
MR, WG E B2 P ks o IR SR AR 1P ik

H A —> DHCP Hufibith b R gElc & — NS giiE, v L2 IP Hulik 5 MAC Hihik
gesE, AT AR 1P Huhl 5% 7 5 1D CFFME—FRiR— AN i, 4~
160 MR D BI485E

FFA YR E 1% i 1D, SRS € % - vl id display dhep client verbose
fir R E P ID — 8. S, 2 P i Joik B DR AL 1P ik

11.2 DHCP k&5 esshaSric bk Al B i &

11.2.1 HAME

Client WINS server Client Client

Vlan-int2

@1.1.126/2 10.1.1.254/@

Gateway A Switch A Gateway B
1.1.2/25 DHCP server
Vlan-int1
Switch B . .
DNS server Client Client Client

€] 1-7 DHCP R4% 28525 40 Tt H k-2 3 1
11.2.2 NFHER

Y5 DHCP ik 55 25 1) Switch AN EX 10.1.1.0/24 th )% P i sh A 70 i IP bk,
ZHhEI X B AP AT X B : 10.1.1.0/25F1110.1.1.128/25;

Switch A 1J# 4> VLAN £:1, VLAN #1711 F1 VLAN 00 2 [fHhhtksrmlh
10.1.1.1/25110.1.1.129/25;

10.1.1.0/25 W B N 1 thik AL A HARR > 10 K 12 /NE, 3804 5 4% O/ aabbec.com,
DNS k45 28 tidik 5 10.1.1.2/25, WINS iS5 2a itk 5 10.1.1.4/25, W%
[l 10.1.1.126/25;

10.1.1.128/25 W B A b AL EARR N 5 K, 384 5404 aabbec.com, DNS
M55 2 bty 10.1.1.2/25, J& WINS AR5 28 dik, WSS/ bkl
10.1.1.254/25.



10.1.1.0/25 M B 5 10.1.1.128/25 M Ex 1384 J5 4%« DNS k%5 #s HuhibAH A, 7]
LA E 10.1.1.0/24 WEFIIR 4 545 F1 DNS AR &5-gsithhl, 10.1.1.0/25
x5 10.1.1.128/25 M Bt 447k 10.1.1.0/24 M EX HBC & -

JFJ5 Switch A IPA IR S as Al Dy e, 778 B W R4 H B h &R 415

/0o

11.2.3 M & i FE AR AR

# i e DHCP AR %5 .
[SwitchA] dhcp enable

# MCBAZSE QB 1P ikl (DNS IRZ25. WINS AR &S 22 H1 R e bk ) .

[SwitchA] dhcp server forbidden-ip 10.1.1.2
[SwitchA] dhcp server forbidden-ip 10.1.1.4
[SwitchA] dhcp server forbidden-ip 10.1.1.126
[SwitchA] dhcp server forbidden-ip 10.1.1.254

# 0B DY IR 55 A A D) RE
[SwitchA] dhcp server detect

# Wi 'E DHCP Hbhibth 0 3L A @t (Hudibyb G El . DNS AR5 asthdib) .

[SwitchA] dhcp server ip-pool O

[SwitchA-dhcp-pool-0] network 10.1.1.0 mask 255.255.255.0
[SwitchA-dhcp-pool-0] domain-name aabbcc.com
[SwitchA-dhcp-pool-0] dns-list 10.1.1.2
[SwitchA-dhcp-pool-0] quit

# ICE DHCP Hulikith 1 1y )& P (ﬂﬂﬁt/ﬂanzl PSS WINS il 55 d ik ik AH FH BARR D

[SwitchA] dhcp server ip-pool 1

[SwitchA-dhcp-pool-1] network 10.1.1.0 mask 255.255.255.128
[SwitchA-dhcp-pool-1] gateway-list 10.1.1.126
[SwitchA-dhcp-pool-1] expired day 10 hour 12
[SwitchA-dhcp-pool-1] nbns-1list 10.1.1.4
[SwitchA-dhcp-pool-1] quit

# Bic & DHCP Huhikyth 2 119 & <iﬂzﬁtzﬂznzl HuhE A A HHER . 53D

[SwitchA] dhcp server ip-pool 2

[SwitchA-dhcp-pool-2] network 10.1.1.128 mask 255.255.255.128
[SwitchA-dhcp-pool-2] expired day 5

[SwitchA-dhcp-pool-2] gateway-list 10.1.1.254
[SwitchA-dhcp-pool-2] quit

TF I IR S5 kM ThRE J5, Switch A 03¢ TH DHCP ARG 2 HIE R, 5 &5 DHCP AkSS
. BEHOFEEMNRS Uﬂljﬁa%aﬁj DHCP l45%8 . 24 Switch A &I 2% rh it H. & DHCP fiik
Zashiy, Sidsrun MR H EE R

<SwitchA>

$Apr 30 08:07:51:896 2000 H3C DHCPS/4/DHCPS LOCAL SERVER:

Local DHCP server information: Server IP (detected by DHCP server) =
10.1.1.5, DHCP server interface = Vlan-interfacel

Source client information: DHCP message type = DHCPREQUEST, DHCP
client hardware address = 000£f-e200-000Db

11.2.4 CEMLE

#

dhcp server ip-pool O

network 10.1.1.0 mask 255.255.255.0
dns-1ist 10.1.1.2

domain-name aabbcc.com

dhcp server ip-pool 1

network 10.1.1.0 mask 255.255.255.128
gateway-list 10.1.1.126

nbns-1ist 10.1.1.4

expired day 10 hour 12
#



dhcp server ip-pool 2

network 10.1.1.128 mask 255.255.255.128
gateway-list 10.1.1.254

expired day 5

#

dhcp server forbidden-ip 10.1.1.2
dhcp server forbidden-ip 10.1.1.4
dhcp server forbidden-ip 10.1.1.126
dhcp server forbidden-ip 10.1.1.254

dhcp server detect

#
dhcp enable

#
11.2.5 FLEFEEFHI

15 DHCP k%5 %8 B bbby vh 5 2 08 i ml (e i) 1P ik, DU AR 5548 o
B sy BoHihl, AR5 a8 AR AR A 1) 1P bk 7 Bl gs 25 7 i o
WAEAAG H, ZEIA VLAN £2 101 i [P bk 2 2 s i B AN B 122
A5 MCVLAN £2 10 2 Hiig IP Huhl )2 7 o A ZLH T 124 4~

DHCP 5548 5% P imAE [Fl — W B O T, AR AR SS 4 0082 OB M ELE T
dhcp select server global-pool subaddressfin4, N4 DHCP J55#%
N sy e 1P tibkry, MERSSSZD (5% umHEREE D A
IP bk AF R — X B byt A e B bk o o 25 < 7 v SR 1T 2NN
IP Hihik, JWMEE—AMNIP HibE ek IL RS . S0, IRSSa 580 F
P il A [F]— WX B i) st ik vt A 2 B bk 73 e 25 25 7 i o

11.3 DHCP 4t sl B8 &

HH 78 1P bk BhaS SRBOSFE R # 77 XU E RS, Atk DHCP R & BT~ DHCP & 7 i Al
IR 55 28 AL T IR — > W N 15 S AT 3h &S A UAC B 75 25 Fr W B B 51 B — NDHCP il
%4, REIRBIRANETEI,

DHCP H 4k TNREM) 51 AU 1 iX—XERL: X A % o o] LLE IS DHCP A4k 5 HoAth 5 1)
DHCP k55 #81815, meZIREE]IP Hikk. XA, 24 L1 DHCP & b n] LAY A [Al— A
DHCP  IR55a%, BREE T AAS, M THHATE A&,



11.3.1 AWK

DHCP client DHCP client

Vlan-int1 Vlan-int2
10.10.1.1/2 0.1.1.2/24
Vlan-int2
10.1.1.1/24

Switch A Switch B
DHCP relay DHCP server

Host A DHCP client
IP:10.10.1.5/24
MAC:0001-0010-0001

%1 1-8 DHCP H 4k e B 7~ 1 1]

11.3.2 MW HEER

HA5 DHCP H14khfe i Switch A @il 11 (J& T VLAN1) %43 DHCP % /-
i TR BN 2%, AL VLAN 20 1 f IP i3k 10.10.1.1/24, VLAN
P20 2 1 IP Huhk A 10.1.1.2/24;

DHCP fR45 251 1P #uhik 4 10.1.1.1/24.,

Switch A {£24 DHCP "4k, fiii# %k DHCP #.¢, f# DHCP & i a] PAA
DHCP il %5 %% %] 10.10.1.0/24 W ELH IP Hudi ZAH AL BEE R, %

F i FEALES Host A {5 F [ 2 IP il 10.10.1.5/24 4%, H.A T H1iETE DHCP
77 SNBASTREL P ik

JFJ5 Switch A /) DHCP w4k b R ke & Dhhe, G5 e (P bk =
ik DHCP 554 3R B IP Hubik (9 FH 2 U [ 2%, 17 1R %% o FA H A& 0L 1P
Hhk U ) X 265

11.3.3 Ac B AR

# {4 DHCP ilR%% .

<SwitchA> system-view
[SwitchA] dhcp enable

# Wt E VLAN #2210 1 T{E7E DHCP P 4k A =

[SwitchA] interface vlan-interface 1
[SwitchA-Vlan-interfacel] ip address 10.10.1.1 24
[SwitchA-Vlan-interfacel] dhcp select relay
[SwitchA-Vlan-interfacel] quit

# Wt E DHCP AR5 250 Hbdl, JEBECE VLAN 210 1 XN DHCP AR5 254 1.

[SwitchA] dhcp relay server-group 1 ip 10.1.1.1
[SwitchA] interface vlan-interface 1
[SwitchA-Vlan-interfacel] dhcp relay server-select 1
[SwitchA-Vlan-interfacel] quit

# 7 DHCP 14k N Host A B B — 45 H P Hb k3R T, 1P bl 10.10.1.524, MAC Hihk
5 0001-0010-0001 »
[SwitchA] dhcp relay security static 10.10.1.5 0001-0010-0001

# JTJ5 DHCP Hr 4x ik VT F s & D RE



[SwitchA] interface Vlan-interface 1
[SwitchA-Vlan-interfacel] dhcp relay address-check enable
[SwitchA-Vlan-interfacel] quit

11.3.4 TENE

#
dhcp relay server-group 1 ip 10.1.1.1

#

interface Vlan-interfacel
ip address 10.10.1.1 255.255.255.0
dhcp select relay

dhcp relay server-select 1
dhcp relay address-check enable

#

dhcp enable

#

dhcp relay security static 10.10.1.5 0001-0010-0001

#
11.3.5 M EE=HED

N 718 DHCP % F'imge Ak DHCP ik %5 253k 45 IP Huhik, i& 75 224F DHCP IR55 4
T EECE . ¢ T DHCP R4 ECE, TLAS7% 11.2 DHCP lR%5#%
NS R E H5 5 11.2 DHCP IR 55 2830 45 40 Tie Hi bk s 8 1 5 4
S

DHCP H14t 5 DHCP Il 55 #% 2 (8]0 20 B HH ]k

DHCP A4k )it hik VT EC K 2 ThE 5 DHCP A4k i HAR B B T E R R . B H
#47 7 dhep relay address-check enable 4, HulikULEC S & Th AE mt
ATV, AT ERCE DHCP 4k HAb Y RE, wifiise DHCP. FoE#2
1 TAELE DHCP 4k 2045 .

11.4 DHCP Snooping #iH it & 45 5

BT 22 ER5 RS, WEE 0] ge R 21l s P LS B FH B 1P sk, #fi0H - A DHCP
Server RHUTT 1P HiuhE A P EHLET MAC Hiuhik (5% W o8 &
DHCP Snoopingif ik UL T PR 77 125Kk 3K 45 F ' AL DHCP Server 3T 1P Huil A1 P MAC HiuhE

—
(= AR

il DHCP-ACK ik 3¢
i Wr DHCP-REQUEST it 3¢



11.4.1 AWK

Switch A
DHCP server

Switch B

DHCP client DHCP client
1-9 DHCP Snooping 2H ¥ fic & 7~ =

11.4.2 NFHESR

Switch B @i PLKM I GigabitEthernet)0/1 ZEFZF] DHCP JRS5#s, it DL b
GigabitEthernet}0/2. GigabitEthernet]0/3 %3] DHCP 2 Pl it o 223K -
5 DHCP Ik 55 28 #H3 £ % 1 A] UL & DHCP il 55 28 M B4 ST, 11 HoAth i 1
AN Ji DHCP Il 55 2% Fr M B 4 5
13k DHCP-REQUEST #145 £ ¥ I1i 21| ) DHCP-ACK | #& 4k 3 H DHCP % F
v |P Huhl &2 MAC sl 48 e 2 & .
Y F Option 82 Difig. #ULEI% i i) DHCP ik 35, ¥ LA verbose
1% 2IEFE K Option 827N E] DHCP i R S, K%K o

T EVER WA S5500-SI R 41 LK W AE #ATLAN S ##H /5 DHCP Snooping, M it B15 414w 1 2
e, AN HFLE DHCP Snooping 1% £ . FH Option 82 ThfE.

11.4.3 T & i FE FIARRE

# i DHCP Snooping LI HE .
<SwitchB> system-view
[SwitchB] dhcp-snooping
# B & GigabitEthernet)0/1 ¥ii I NS T4 1 o
[SwitchB] interface gigabitethernetl/0/1

[SwitchB-GigabitEthernetl/0/1] dhcp-snooping trust
[SwitchB-GigabitEthernetl/0/1] quit

# 7Eum [ GigabitEthernet10/2 it B DHCP Snooping > fF Option 82 LjfE .
[SwitchB] interface gigabitethernetl/0/2
[SwitchB-GigabitEthernetl/0/2] dhcp-snooping information enable

# {E¥m 1 GigabitEthernet10/2 A& Option 82 UL verbose %3 TIE 7 .
[SwitchB-GigabitEthernetl1/0/2] dhcp-snooping information format verbose
node-identifier sysname
[SwitchB-GigabitEthernetl1/0/2] quit

# {Lu [ GigabitEthernet30/3 - ic & DHCP Snooping 32 ¥ Option 82 I ¢

[SwitchB] interface gigabitethernetl/0/3
[SwitchB-GigabitEthernetl/0/3] dhcp-snooping information enable

# 1% [ GigabitEthernet10/3 A & Option 82 LA verbose #%i/THH 78

[SwitchB-GigabitEthernetl/0/3] dhcp-snooping information format verbose
node-identifier sysname



11.4.4 B E

#
dhcp-snooping
#
nterface GigabitEthernetl/0/1
dhcp-snooping trust
#
interface GigabitEthernetl/0/2
dhcp-snooping information enable
dhcp-snooping information format verbose node-identifier sysname

interface GigabitEthernetl/0/3

dhcp-snooping information enable
dhcp-snooping information format verbose node-identifier sysname

#
11.4.5 M & V¥ =3

W& R AT DHCP & /75 DHCP ilgs#8 < 8], B DHCP % /%5 DHCP
Hi 4k 2 [a]i, DHCP Snooping IDhREHD & )5 4 BE1EH TAE; W& 17T DHCP
JIk 55 % 5 DHCP th 4k 2 [a]is}, DHCP Snooping ThAERD B J& AN e 1F 4 TAE.

fi5& DHCP Snooping ZhREHI % %%, ANEEE N DHCP k45 #5#1 DHCP #4%., 4

WAREEFR—Gi&%%& EFRNEE DHCP %/ 4/BOOTP %/ 'iifll DHCP
Snooping Thfg, 75 NIARETEIEAE R DHCP Snooping #£1ji, DHCP %)
3i/BOOTP 25 1 vyt 1] g G AN 2 1P Hudik

N T8 DHCP % /7 i fe A1) DHCP RS #33KEL IP Huhl, Wik 5 &0k
DHCP AR 5543 A& v 1 BN ST L, WEMN{ETu D f15 DHCP
2 v AH I ) B 1 Z0E R — S VLAN Y .

AR ELAE W % EIRINTECE DHCP Snooping IhREF R G QinQ IhkE, 750w
ft 53 DHCP Snooping ZhRE ok 1E & # F

DHCP Snooping A SCFFEERS I & o 2 LUK M um IDA R G4, MiZzim H BT
[t DHCP Snooping Bt B A48 % IR R A4S, ZATFIDHCP
Snooping it & A4 =42

11.5 DHCP Snooping > #F Option 82 i It & 15

DHCP snooping 1% #5181 7E DHCP i 3K SC 8l Option 82, ¥ DHCP & P i HIAL B 15 B
YF45 DHCP AR5 4%, MITfE1S DHCP ARSS #8808 N FHL B & 3@ 1) 1P Hubik A AR L B 15 5,
Fr SN 2 7 Ui B 22 4 A B S 4 )



11.5.1 AWK

DHCP server

192.168.10.1/24

group1 group2 group3
K] 1-10 DHCP Snooping 2H I fic. & 7~ =

11.5.2 MFHESR

FEA T BIIRA XIS AFE = AN/ groupl. group2 Fl group3, Mz pAafE =N EEF . 1%
7y w) 18 IL DHCP server 8 — & 21 1P Hudik, AR BN A3 BeAS [R) E [l e stk o BAR TR SRan T -
DHCP Al 45 28 N0 = B4 /0 it 192.168.10.0/24 P Bk, 5 %0801h 12 /)
i), JF48 % DNS 1 WINS fiik 55 a5 #s ik 73 7y 192.168.100.2 A
192.168.100.3,
Switch A EJ1/3 DHCP snooping Difig, HELE 5 DHCP k5% 2% AH % 1 b 1
GigabitEthernet1/0/4 J9(Z (T 1 .
=/l groupl. group2 F1 group3 43 i@t i - GigabitEthernet1/0/1.
GigabitEthernet1/0/2 %1 GigabitEthernet1/0/3# X\ DHCP snooping % % -
B & DHCP snooping 32 #F Option 82, % H /"5 DHCP snooping 15 7% #H 3% 1]
viij 145 248 N 2 DHCP i 3C[#) Option 82 7B«
BLE DHCP Jid5 4 3 KF Option 82, #R#& Option 82 whifiit/hNESR, N
group [ /743 T2 192.168.10.2~192.168.10.25 2 A {1 Hiuik ; 9 group?
I P 4rfic 192.168.10.100~192.168.10.150 2 [a] ity btk ; A group3 K
FH P41 192.168.10.151~192.168.10.200 2 [a] f{j i hiL .

11.5.3 BB L FERIfE R

2. Swich A L[ &

# {ifi& DHCP Snooping T fE .
<SwitchA> system-view
[SwitchA] dhcp-snooping
# T & GigabitEthernet0/4 ¥ I N5 AFdm H o
[SwitchA] interface gigabitethernetl/0/4

[SwitchA-GigabitEthernetl/0/4] dhcp-snooping trust
[SwitchA-GigabitEthernetl1/0/4] quit



# 1E % 1 GigabitEthernet}0/1 I-fic & DHCP Snooping 32 #F Option 82 fi, JEHCE Option 82
[1J3E 78 77 20 Normal

[SwitchA] interface gigabitethernetl/0/1
[SwitchA-GigabitEthernetl/0/1] dhcp-snooping information enable
[SwitchA-GigabitEthernetl/0/1] dhcp-snooping information format normal
[SwitchA-GigabitEthernetl/0/1] quit

# 1F s ] GigabitEthernet}0/2 Fid B DHCP Snooping S £F Option 82 TfjgE, Ji A & Option 82
[1J3E 78 77 LN Normal,

[SwitchA] interface gigabitethernetl/0/2
[SwitchA-GigabitEthernetl/0/2] dhcp-snooping information enable
[SwitchA-GigabitEthernetl/0/2] dhcp-snooping informationformat normal
[SwitchA-GigabitEthernetl/0/2] quit

# {Fim - GigabitEthernet10/3 FFit & DHCP Snooping S Option 82 fg, Jf-fc & Option 82
[113H 7877 208 Normal.

[SwitchA] interface gigabitethernetl/0/3
[SwitchA-GigabitEthernetl/0/3] dhcp-snooping information enable
[SwitchA-GigabitEthernetl1/0/3] dhcp-snooping information format normal
[SwitchA-GigabitEthernetl1/0/3] quit

3. DHCP Ik 55 45 HIBC &

Wi -
DHCP server f#iff{j/& Cisco Catalyst 3745 %% FIIECE, MR AEAMmAN  10S
12.3(11)T2 WA, WS H A S S s HABRAR K% &, ESFHRENLER R I - T
ITHAE

# WO B R 1P Hudik oy 192.168.10.124.

Server> enable

Server# configure terminal

Server (config)# interface fastethernet 0/0

Server (config-if)# ip address 192.168.10.1 255.255.255.0
Server (config-if)# exit

# IiC & DHCP Server TR, FHHCE ¥ H Option 82 18 B 4T Huhk 41

Server (config)# service dhcp
Server (config)# ip dhcp use class

# SN M DHCP snooping ¥ # GigabitEthernet0/1 ¥ 14 A\ ] groupl F J* @37 DHCP 432, 3t
He B ULBL Y Option 82 15 2.4 Circuit ID FIETH [ VLAN %5 S 145, Joi LRI N
] LAsE BT “*” ARE S

Server (config)# ip dhcp class groupl

Server (dhcp-class) # relay agent information

Server (dhcp-class-relayinfo) # relay-information hex 10001*
Server (dhcp-class-relayinfo) # exit

# JJM DHCP snooping % %% GigabitEthernet10/2 ¥ 132 N[ group2 H /7 it B 7 UL A5
B, ik Eiar AL, A &R Option 8215 8 H % 1 4w 5 HT 1 250 2.

Server (config)# ip dhcp class group2

Server (dhcp-class)# relay agent information

Server (dhcp-class-relayinfo) # relay-information hex 10002*
Server (dhcp-class-relayinfo) # exit

# M DHCP snooping i% % GigabitEthernet10/3 i 192 N\ 1] group3 H J it B 23 25 AL AE
B, JnES a2 AL

Server (config)# ip dhcp class group3

Server (dhcp-class) # relay agent information

Server (dhcp-class-relayinfo)# relay-information hex 10003*
Server (dhcp-class-relayinfo) # exit

# 01% DHCP Hihikth office, J& DHCP Mty c & FHL 2 HHFR . M 5<. DNS AT WINS AR 55 25 ik o

Server (config)# ip dhcp pool office
Server (dhcp-config) # network 192.168.10.0
Server (dhcp-config) # lease 0 12



Server (dhcp-config) # default-router 192.168.10.1
Server (dhcp-config) # dns-server 192.168.100.2
Server (dhcp-config) # netbios-name-server 192.168.100.3

# N =/ DHCP 73255 735 & Huhik yE [ o

Server (dhcp-config) # class groupl

Server (dhcp-pool-class) # address range 192.168.10.2 192.168.10.25
Server (dhcp-pool-class)# class group?2

Server (dhcp-pool-class) # address range 192.168.10.100 192.168.10.150
Server (dhcp-pool-class) # class group3

Server (dhcp-pool-class) # address range 192.168.10.151 192.168.10.200

11.5.4 EELE

#

dhcp-snooping

#

hterface GigabitEthernetl/0/4
dhcp-snooping trust

#

interface GigabitEthernetl/0/1
dhcp-snooping information enable
dhcp-snooping information format normal

interface GigabitEthernetl/0/2
d8ﬁ8§§288352%gl§£ g%%g%ggne%gg%gt normal
#

interface GigabitEthernetl/0/3

dhcp-snooping information enable
dhcp-snooping information format normal

#
11.5.6 FCE T ESHIN

HA ffisE DHCP snooping Mifit < J5, DHCP Option 821jfig 4 R E 4K .
DHCP snooping option 82 Ty fig i i 7t i ZE 1t DHCP client ] snooping ¥ % L
i, LUk BRE R AL ) A B B H E

11.6 HIMEVRHMNALETRS

H BHC B D RE A2 8 1L B S0 B R B B 313k BT AT B B 1 DhEesh B B D Refaite 1 M
KRECE, BN s R E
H s & R FEA AR AR
(1) CHHLESRCE )R BN, KRGz HEPRAET up PSR D sk VLAN
xR FD BB il DHCP 5 s(akAE 1P sk & Jm S5k HRAC & SCF Py
FEMGEE (. BEESCHA. TFTP R4 . TFTP k&4
IP Ml DNS 554 IP US55 20,
(2) RAHALELTIHA DHCP Hi 55 a5 2R HL S IP Huhib J e & SO 44 S5 R A5
B, MPRRTFTP W3k, MIBEMTFTP RS 28R E S Wik
BARIBARAE R, AEZ B E SO N IR 530



11.6.1 ZHM A

Switch A
DHCP server

Vlan-int2

192.168.1.42/24 192.168.1.40/24

Switch B Vlan-int2 Switch C Vlan-int2
DHCP relay age 9

DHCP relay age 92.168.1.43/24

Marketing Marketing Research Research

B 1-11 [ 3hie & 4
11.6.2 M HFER

BT T RPN B VR AT 2 4 2 g B ML A H L 70 ) e ek A 7] 1 P O 1%
([FEIBRYE N DHCP 4k ) ML, Wi H shfc & 4 M E s .
Switch A {25 DHCP server, 73 51 8 11 37 3 AR 358 1 =L 40 1P bk A0 H A
R 2% I B S 40
FH EIBATT 54, (EAT;
T B 5545y Switch B, Switch B [FIBf{EN DHCP th4k, i#id VLAN
B0 2 5 DHCP server. T #i%, i@id VLAN #1103 51@%% lﬁﬁﬂi?l%ﬂ‘]
Switch D 1 Switch E A& . VLAN # 1O 3 B IP ik A
192.168.2.1/24.
Switch D A1 Switch E 4 7#li#iid VLAN £ 1 3 5 DHCP 4% Switch BiZE#:. Wik
BB 55 £ A4 Switch C, Switch C [EBF/E %y DHCP th4k, it VLAN
¥ 2 5 DHCP server. T #Hi%, i#id VLAN 310 3 5384 i EHLIK
Switch F A1 Switch G #i% . VLAN # 0O 3 i IP # ik A
192.168.3.1/24.
Switch F #1 Switch G 73#li#id VLAN #1103 5 DHCP #14k Switch C i##:. N7
TRTAL o P 2 Hh 15 45 O T i 2% 5 T B eSS0 Telnet 5 20t 4%, JHRAE —E %
ORUE, ERE A b EAL A NS AT B I B DI RL R3S AL 3l 5 B sh 3R BECE SO Bl &
PREFET N2
¥ iEd DHCP 3R IP Hhkik:
3 Telnet IR 5545 LhRe;  AUEAH
FH
BoE AT Telnet )7 UG SR &I, & ZHEATNIE,



11.6.3 Mo & L FE AN il ke

R
LU BC B4 fe A S0 ST I b AT OB BN S E, B E T & B P a S8R ) I gk
ARE. WRECEX Gadtr TEE, N7 IRERENCR, HHABAT CEM LN FEA
R

4. DHCP server ¥ £ Switch A L &
# W B VLAN 200 2 1 1P Mk

<SwitchA> system-view

[SwitchA] vlan 2

[SwitchA-vlan2] port gigabitethernet 1/0/1
[SwitchA-vlan2] quit

[SwitchA] interface vlan-interface 2
[SwitchA-Vlan-interface?2] ip address 192.168.1.42
[SwitchA-Vlan-interface2] quit

# {4 HE DHCP R%%

[SwitchA] dhcp enable

# Tl E DHCP Hibibith market, NTTIAHENE ST 192.168.2.024 M EL bk, FEHeE TFTP
AR25 45 PIoOCHbE FNIC B OO E 44

[SwitchA] dhcp server ip-pool market
[SwitchA-dhcp-pool-market] network 192.168.2.0 24
[SwitchA-dhcp-pool-market] t 192.168.1.40 [SwitchA-
dhcp-pool-market] gateway-list 192.168.2.1 [SwitchA-
dhcp-pool-market] boot market.cfg [SwitchA-dhcp-pool-
market] quit

# W 'E DHCP Hidilith research, AT R EBENASEC 192.168.3.024 W B fHhl, 385 TFTP
M55 4 WOCHBLEATNC BSR4 .

[SwitchA] dhcp server ip-pool research
[SwitchA-dhcp-pool-research] network 192.168.3.0 24
[SwitchA-dhcp-pool-research] t 192.168.1.40 [SwitchA-
dhcp-pool-research] gateway-list 192.168.3.1 [SwitchA-
dhcp-pool-research] boot research.cfg [SwitchA-dhcp-pool-
research] quit

# B B 235 DHCP 4k 5 S %

[SwitchA] ip route-static 192.168.2.0 24 192.168.1.41
[SwitchA] ip route-static 192.168.3.0 24 192.168.1.43
[SwitchA] quit

5. DHCP H4k1% #% Switch B Bt &
# T B VLAN 510 2 F1TVLAN 17 3 (19 1P Huhk

<SwitchB> system-view

[SwitchB] vlan 2

[SwitchB-vlan2] port gigabitethernet 1/0/3
[SwitchB-vlan2] quit

[SwitchB] interface vlan-interface 2
[SwitchB-Vlan-interface2?2] ip address 192.168.1.41
[SwitchB-Vlan-interface?2] quit

[SwitchB] vlan 3

[SwitchB-vlan3] port gigabitethernet 1/0/1
[SwitchB-vlan3] port gigabitethernet 1/0/2
[SwitchB-vlan3] quit

[SwitchB] interface vlan-interface 3
[SwitchB-Vlan-interface3] ip address 192.168.2.1
[SwitchB-Vlan-interface3] quit

# fHiHE DHCP IS .



[SwitchB] dhcp enable

# Wi DHCP IR 45 7% 1 ik
[SwitchB] dhcp relay server-group 1 ip 192.168.1.42

# W 'E VLAN £ 3 T/FELE DHCP P 4k A=,

[SwitchB] interface vlan-interface 3

[SwitchB-Vlan-interface3] dhcp select relay

#EEVMNﬁmaﬁfDMP%%%@lo

[SwitchB-Vlan-interface3] dhcp relay

6. DHCP w4t ir# Switch CHIAC &

# WO E O P bk

<SwitchC> system-view

[SwitchC] vlan 2

[SwitchC-vlan2] port gigabitethernet
[SwitchC-vlan2] quit

[SwitchC] interface vlan-interface 2
[SwitchC-Vlan-interface?2] ip address
[SwitchC-Vlan-interface2?2] quit
[SwitchC] vlan 3

[SwitchC-vlan3] port gigabitethernet
[SwitchC-vlan3] port gigabitethernet
[SwitchC-v1an3] quit

[SwitchC] interface vlan-interface 3
[SwitchC-Vlan-interface3] ip address
[SwitchC-Vlan-interface3] quit

# ¥ RE DHCP IR%% -

[SwitchC] dhcp enable

# W& DHCP 45 2% my ikt
[SwitchC] dhcp relay server-group 1 ip 192.168.1.42

# Wt E VLAN #2110 3 T{E7E DHCP P4k =,

# 1EFHLI

[SwitchC] interface vlan-interface 3

server-select 1

1/0/3

192.168.1.43

1/0/1
1/0/2

192.168.3.1

[SwitchC-Vlan-interface3] dhcp select relay

# W 'E VLAN 210 3 XN DHCP 452540 1.

[SwitchC-Vlan-interface3] dhcp relay

7. EEHAENT

server—-select 1

“DyT” HZE T EIEME X market.cfg, XHAEWT

i
sysname Market
i
telnet server enable
i
vlan 3
#

local-user market

password simple market
service-type telnet

level 3

#

interface Vlan-interface3

ip address dhcp-alloc

#

interface GigabitEthernetl/0/1
port access vlan 3

user—-interface vty 0 4

authentication-mode scheme
user privilege level

#

return

# fEEHLAY “DyT” H= FOIER & X research.cfg, XHHNZAEUT .

#
sysname Research

#



telnet server enable

#

vlian 3

#

local-user research
password simple research
service-type telnet
level 3

#

interface Vlan-interface3
ip address dhcp-alloc
#
interface GigabitEthernetl/0/1
port access vlan 3

#
user—-interface vty 0 4

authentication-mode scheme
user privilege level 3

#

return

# 14T T, sithi<Settings>, W1 T E S TN

" TFTPD32 by Ph. Jounin A=l 4

Baze Directory |D:'xTFTF' Server

Current Achon

About e CEit Help

Kl 1-12 T & At

# B B SR AL A2 W BN “ Base Directory”, Hifi<OK>, U115 B A RAF I B4 TN o

" Tftpd3?: Settings %]
S ety Serser configuration
Mo Timeout [zeconds] 3
f¢ Standard rl.&x Fetranzmit E
© High TFtp port E9

B aze Directamn

OMATFTF server

; ............ DH ............ .E ﬂalp | EanEE| |

B 1-13 W E S RAF I R AR

# B0 E ENLRE 192.168.2.024 F11192.168.3.024 M ER A&, B ML EHATW F s

route add 192.168.2.0 mask 255.255.255.0 192.168.1.41
route add 192.168.3.0 mask 255.255.255.0 192.168.1.43



11.6.4 5¢ 8P H

SwitchA F 5 %l &
#

vlian 1

#

vlian 2

#

dhcp server ip-pool market

network 192.168.2.0 mask 255.255.255.0
gateway-list 192.168.2.1

boot market.cfg

t ip-address 192.168.1.17

dhcp server ip-pool research
network 192.168.3.0 mask 255.255.255.0
gateway-list 192.168.3.1

boot research.cfg
t ip-address 192.168.1.17

#
interface Vlan-interface?
ip address 192.168.1.42 255.255.255.0
#
interface GigabitEthernetl/0/1
port access vlan 2
#
ip route-static 192.168.2.0 255.255.255.0 192.168.1.41
ip route-static 192.168.3.0 255.255.255.0 192.168.1.43
#
dhcp enable
#
Switch B L[ 52 840 &

i

dhcp relay server—-group 1 ip 192.168.1.42
it

vlian 1

i

vlan 2

i

vlan 3

i

interface Vlan-interface?2

ip address 192.168.1.41 255.255.255.0
#
interface Vlan-interface3

ip address 192.168.2.1 255.255.255.0

dhcp select relag
dhecp relay servéer-select 1

#

interface GigabitEthernetl/0/1
port access vlan 3

#

interface GigabitEthernetl1/0/2
port access vlan 3

#

interface GigabitEthernetl/0/3
port access vlan 2

#

dhcp enable

#
Switch C L/ 5¢ ¥ &

#
dhcp relay server-group 1 ip 192.168.1.42

i
vlian 1
i
vlian 2
i

vlian 3



#

interface Vlan-interface?

ip address 192.168.1.43 255.255.255.0
#
interface Vlan-interface3

ip address 192.168.3.1 255.255.255.0

dh lect rela
dﬁgps%e gy gervgr—select 1
#

interface GigabitEthernetl/0/1
port access vlan 3

#
interface GigabitEthernetl/0/2
port access vlan 3

#
interface GigabitEthernetl/0/3
port access vlan 2

#
dhcp enable

#
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